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2025 was a year of tremendous change and challenge as international conflict continued 

to seep through borders, and governments sought control over the lives of people both 

physically and in the digital space, even in places where human rights have long been taken 

for granted. At the same time, drastic budget cuts have impacted civil society and academia, 

who responded with nimble adjustments and hardened resolve. 

This report reflects that resolve among GNI and our members, highlighting collective 

accomplishments across our core pillars of consensus-based policy advocacy, shared learning, 

and independent accountability that prioritizes improvement over time in real-world contexts. 

Furthermore, we created space for the decisive incorporation of multistakeholder artificial 

intelligence (AI) governance into the center of our work. Realizing the strength in and the need for 

greater community development, GNI hosted more Learning activities this year than ever before, 

supported the travel of over 40 civil society and academic participants to a wide range of summits 

and Internet policy forums, and brought our Members’ Meeting and Annual Learning Forum to 

Latin America for the first time.

The admission of 19 new GNI members strengthened our belief in the enduring value of

multistakeholderism. Further evidence for the utility of candid, cross-stakeholder engagements

came from the first six company assessments of GNI’s fifth assessment cycle, and the third annual

European Rights and Risks Stakeholder Engagement Forum, which brought together a wide range

of company, civil society, and academic experts to examine company risk assessments.

GNI’s Policy work responded to questions of global governance in the technology and human 

rights landscape, and helped shape national developments on topics like encryption, cybercrime, 

and government surveillance reform. Throughout the World Summit on Information Society 

20-year review (WSIS+20), GNI and its partners helped ensure that the Internet’s foundational 

governance structure stayed grounded in multistakeholder participation and human rights. At the 

domestic level, GNI spoke out on developments including the reauthorization of section 702 of the 

U.S. Foreign Intelligence Service Act, and rapidly evolving regulatory regimes for online safety and 

content governance across dozens of jurisdictions. 

A Note from 
our GNI Board Chair
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Our Learning activities this year continued to provide spaces where members collaborate to make 

sense of a shifting landscape through detailed conversation with trusted peers across stakeholder 

groups. GNI incorporated our members’ work and inputs into working groups, live-issue calls, 

conference workshops, and broader projects in order to platform under-represented perspectives 

and thoughtfully illuminate a range of perspectives on a wide range of issues. 

Our fifth assessment cycle marked an important evolution of our accountability framework. By 

implementing changes agreed to as part of GNI’s broader governance reforms, we significantly 

expanded member involvement in company assessments, which were previously limited to board 

members. The six assessments conducted this year drew 49 participants, including 27 non-

company participants not represented on the GNI Board. 

The surge in release and use of AI tools in 2025 saw governments racing each other and the 

market to steer the regulation, funding, and deployment of AI systems. GNI participated in a range 

of processes and discussions focussed on promoting nuanced, rights-respecting approaches to 

AI governance. GNI’s Policy Brief on Government Interventions in AI, published in October and 

building on the work of our multistakeholder AI Working Group (AIWG), maps how five different 

types of government action can influence the AI value chain at the infrastructure, development, 

and deployment levels to either advance or undermine freedom of expression, privacy, and non-

discrimination. In parallel, GNI and the Centre for Communication Governance at the National 

Law University Delhi (CCG) launched a new Multistakeholder Approaches to Participation in AI 

Governance (MAP-AI) project, supporting a network of Global Majority AI experts and voices 

whose perspectives too often go missing from these convenings. 

The subject-matter contributions, relationships, and determination of our members; the diligence 

of our board; the vision and purpose of our staff; and the funding provided by our donors are all 

essential to the advancement of our shared goal of protecting freedom of expression and privacy 

online. We remain incredibly grateful for every one of those contributions. 

We hope you will read this report 

closely, and that it will invite 

you to engage with GNI’s work 

in whatever way makes sense 

for you: as a partner, a funder, a 

member, or simply an informed 

onlooker in a rapidly changing 

landscape.

Vicky Bowman

Vicky 
Bowman

Independent Chair

https://globalnetworkinitiative.org/resources/government-interventions-in-ai/
https://globalnetworkinitiative.org/map-ai/
https://globalnetworkinitiative.org/map-ai/
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Interview with 
GNI’s Vice Chair, Usama Khilji

“ My digital rights journey began as an undergraduate student in Pakistan in 2010, when 

I could not access Facebook because the government blocked it due to somebody, 

somewhere in the world, creating an event they found offensive. The logic behind such 

censorship baffled me, motivating me to advocate against it — So it was rather personal! 

Usama Khilji is a digital rights 

activist with over 15 years 

experience in campaigning 

for free speech, privacy 

rights, and rights to access to 

information. He is cofounder 

and Director of GNI civil 

society member Bolo Bhi.

How did you come to work in digital rights?

How do you think the digital rights landscape has changed since you entered the field?

“ When I entered the sector, “digital rights” was a little known concept; I remember creating 

press kits for the media to familiarize them with now basic concepts. The world is a lot more 

aware now, and there is a lot of interest. On the other hand, global geopolitical shifts have 

meant that international human rights law is secondary as security narratives dominate, 

and the technology sector competes to cater to this dominance at the risk of rights. As the 

global digital rights community, it is incumbent upon us to keep rights relevant in global 

conversations, and to compel states and companies to continue to abide by instruments like 

the Universal Declaration of Human Rights (UDHR), the International Covenant on Civil 

and Political Rights (ICCPR), and the UN Guiding Principles on Business on Human Rights 

(UNGPs). GNI has been a consistent voice in advocating for human rights as a central tenet 

of any advancement. 

Usama Khilji

Usama 
Khilji

Vice Chair
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How did you come to GNI, and what has stood out to you throughout the different roles 
you’ve had in the organization?

“ I joined GNI in 2019 as a civil society board member representing Bolo Bhi, replacing my 

dear friend and cofounder Sana Saleem after she stepped down. In that time, I saw the 

organization expand in membership and undergo its first strategic review, which ultimately 

changed the composition of the GNI Board and began to further democratize the company 

accountability process. In my transition to Vice Chair over the past two years, my focus and 

GNI’s has been on broadening engagement with the membership and getting feedback on 

how their experience of GNI can improve – this is all aimed at thinking more intentionally 

about GNI’s place in the wider digital rights ecosystem. 

What stands out the most from my experience here is how historical, cultural, and regional 

differences impact the way our diverse membership interacts with each other and the 

network – especially in terms of power differentials – and how much more work there is to 

do for meaningful engagement across the network and the sector as a whole. Multinational 

tech companies are overwhelmingly headquartered in the Global Minority and cater to 

the cultural and legal environments that are local to them, but their services are used well 

beyond that sphere. GNI does the hard work of facilitating direct dialogue across this divide.

How do you think the digital rights landscape has changed since you entered the field?

“ The biggest strength of GNI is its conscious effort to evolve as technology, politics, 

and the digital rights sector rapidly change, which is done through a consultative 

process that includes companies, civil society, academia, and investors – all four 

constituencies that make up the GNI network. In recent years we have focused on 

globalizing our membership, and as a result GNI is increasingly more representative 

of the world we live in than it was when I joined. 

Notably, participation in the accountability function of the network is a lot more inclusive. 

When I first came to GNI, participation in the assessment process was closed such that 

details were only available to members of the Board. In this latest cycle, eligibility has 

now opened up to the entire membership. I have continued to be deeply involved in 

the Accountability Committee in addition to my role on the Board because, for me, this 

function is central to what GNI is. GNI also now has a dedicated AI governance project that 

focuses on amplifying voices from the global majority – something that is, so far, rare in the 

technology sector. 
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What are some challenges and opportunities ahead that you have your eye on?

What does GNI provide for you? 
What distinguishes it from other digital rights initiatives?

“ Personally, I treasure the chance to regularly meet passionate and brilliant people from 

across sectors. The relationships I’ve built with many of those people, who have become 

like family over the years, is the cherry on top of it all. These enriching friendships enable 

unique learning along with solidarity that all of us need.

Speaking to what distinguishes GNI in the landscape of digital rights initiatives, it is easy in 

this space to get entrenched in a particular perspective. GNI’s multistakeholder nature, our 

commitment to consensus-based decisions among those stakeholder groups, and a regular 

mechanism for accountability of member technology companies on freedom of expression 

and privacy rights make GNI a truly unique and effective space in a policy environment 

that can feel stuck in bureaucracy.

“ Aligning international respect for human rights law is a major challenge facing the world 

right now, and the military use of technology developed by companies that hold vast 

swathes of our data is a major challenge for humanity, as is its purchase by governments 

that use it against their populations.

Opportunities exist in brave communities of people across the world challenging power 

structures that undermine rights of people; whether that is at companies, in the media, or 

against governments with authoritarian tendencies. In particular, I have been energized by 

the young people organizing in South Asia and across the world, who are leading that effort 

and providing a very much needed ray of hope we have all been seeking. 
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2025 At a Glance

COMMUNICATIONS

Newsletters
3

Blog Posts
19

ACCOUNTABILITY

Assessment 
cycle

5th
Member companies 

completed their 
assessment in 2025

6 of 11

Participants in 
Accountability 

Committee 
assessments

49
Companies 

undertook their 
first assessment

3 of 6

MEMBERSHIP

Total members
125

New members
19

POLICY

Statements issued 
on a wide range of 
tech policy topics 

13
Submissions made 
on proposed laws/ 

government regulations

8

Programs on 
Internet and 

AI Governance 

2
Policy calls 

held

15

LEARNING

Learning calls held 
on a range of topics

16
Annual 

Learning Forum

1
Reports 

published 

3
Learning tools 

published

5
Active Working 

Groups

2



Finding Resilience through Multistakeholderism
GNI Annual Report 2025

9

GNI’s network of members continued to grow in 2025 as we welcomed the expertise of 19 new 

members across our four constituencies. In continuation of our commitment to diversifying 

membership, seven of our newest members are based in or focus on the Global Majority. GNI 

brought its Annual Meeting of Members and Q4 Board meeting to Latin America for the first 

time, hosting the events in November alongside the 14th annual workshop on “Toward a Better 

Regulation of the Internet” held by one of our longstanding academic members, El Centro de 

Estudios en Libertad de Expresión y Acceso a la Información (the Center for Studies on Freedom of 

Expression and Access to Information, or CELE) at the University of Palermo.

In 2025, our membership comprised 125 members ranging across every populated continent, 

including 34 academic institutions and experts, 63 civil society organizations, 15 companies 

(including one Observer), and 13 investors. The diversity of GNI’s membership helps anchor and 

focus our work in a range of lived realities and political contexts. 

Membership

https://globalnetworkinitiative.org/category/membership/
https://globalnetworkinitiative.org/gni-heads-to-buenos-aires-for-core-member-activities-and-the-annual-learning-forum-2025/
https://globalnetworkinitiative.org/who-we-are/members/?tab=academics
https://globalnetworkinitiative.org/who-we-are/members/?tab=cso
https://globalnetworkinitiative.org/who-we-are/members/?tab=ict
https://globalnetworkinitiative.org/who-we-are/members/?tab=observers
https://globalnetworkinitiative.org/who-we-are/members/?tab=inv
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Companies that Joined in 2025

1.	 AppLogic Network (USA) (Observer)

Academics and Individual Experts (AIE) 
who Joined in 2025

1.	 Amrita Sengupta (India)

2.	 Francisco Brito Cruz (Brazil)

3.	 Margaret Nyambura Ndung’u (Kenya)

4.	 Steve Feldstein (USA)

5.	 Sanjana Hattotuwa (Sri Lanka)

6.	 Joan Barata (Portugal)

7.	 L’École Supérieure de Journalisme, des Métiers de l’Internet et de la Communication (School of 

Journalism, Communication, and Web and Multimedia Technologies, or E-jicom) (Senegal)

Civil Society Organizations that Joined in 2025

1.	 Southeast Asia Freedom of Expression Network (SAFEnet) (Indonesia)

2.	 Fundación InternetBolivia.org (Foundation InternetBolivia.org, or InternetBolivia) (Bolivia)

3.	 The Open Observatory of Networks Interference (OONI) (Italy)

4.	 Women At The Table (W@TT) (Switzerland)

5.	 TechFreedom (USA)

6.	 International Foundation for Electoral Systems (IFES) (USA)

7.	 Fundación Multitudes  (Multitudes Foundation) (Chile)

8.	 Factum (Sri Lanka)

9.	 Digital Rights Nepal (Nepal)

10.	Hashtag Generation (Sri Lanka)

11.	The Center for the Study of Organized Hate (USA)

GNI’s Observer membership is an opportunity for companies to join GNI at a reduced 
cost for a trial period of one year. 

https://globalnetworkinitiative.org/member/applogic-networks/
https://globalnetworkinitiative.org/member/amrita-sengupta/
https://globalnetworkinitiative.org/member/francisco-brito-cruz/
https://globalnetworkinitiative.org/member/margaret-nyambura-ndungu/
https://globalnetworkinitiative.org/member/steve-feldstein/
https://globalnetworkinitiative.org/member/sanjana-hattotuwa/
https://globalnetworkinitiative.org/gni-welcomes-new-member-dr-joan-barata/
https://globalnetworkinitiative.org/member/e-jicom/
https://globalnetworkinitiative.org/member/e-jicom/
https://globalnetworkinitiative.org/member/safenet/
http://InternetBolivia.org
http://InternetBolivia.org
https://globalnetworkinitiative.org/member/ooni/
https://globalnetworkinitiative.org/member/women-at-the-table/
https://globalnetworkinitiative.org/member/techfreedom/
https://globalnetworkinitiative.org/member/the-international-foundation-for-electoral-systems/
https://globalnetworkinitiative.org/member/fundacion-multitudes/
https://globalnetworkinitiative.org/gni-welcomes-new-members-factum-ooni-and-sanjana-hattotuwa/
https://globalnetworkinitiative.org/gni-welcomes-new-members-the-center-for-the-study-of-organized-hate-digital-rights-nepal-and-hashtag-generation/
https://globalnetworkinitiative.org/gni-welcomes-new-members-the-center-for-the-study-of-organized-hate-digital-rights-nepal-and-hashtag-generation/
https://globalnetworkinitiative.org/gni-welcomes-new-members-the-center-for-the-study-of-organized-hate-digital-rights-nepal-and-hashtag-generation/


Finding Resilience through Multistakeholderism
GNI Annual Report 2025

11

GNI maintains a detailed, multistakeholder-designed framework aimed at advancing 

freedom of expression and privacy across the tech sector. Central to this effort is 

GNI’s independent assessment process, which is now in its fifth cycle. 

GNI’s assessment process involves accredited, independent, third-party assessor 

review of corporate policies, systems, and decision-making frameworks, accompanied 

by case studies demonstrating real-life implementation. Findings are compiled into 

confidential reports which are reviewed by the GNI Accountability Committee and 

the GNI Board to determine whether member companies are implementing the GNI 

Principles (and their accompanying Implementation Guidelines) in good faith with 

improvement over time. Companies are also provided with recommendations to 

better implement the GNI Principles. Technical details of the assessment process are 

set out in the fifth cycle Assessment Toolkit.

Overview 

Accountability

https://globalnetworkinitiative.org/what-we-do/provide-framework/
https://globalnetworkinitiative.org/what-we-do/foster-accountability/
https://globalnetworkinitiative.org/what-we-do/foster-accountability/independent-assessors/
https://globalnetworkinitiative.org/gni-principles/
https://globalnetworkinitiative.org/gni-principles/
https://globalnetworkinitiative.org/implementation-guidelines/
https://globalnetworkinitiative.org/wp-content/uploads/AT2024-25-Clean-v6-Q3-2025.pdf
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Verizon, MTN, Wikimedia Foundation, Google, Meta, and Zoom completed both their 

Accountability Committee and GNI Board Assessment Review Meetings in 2025. Due to the 

staggered nature of the fifth cycle assessment process, Cloudflare, Ericsson, Microsoft, Nokia, 

Orange, Telenor, and Yahoo, who began their assessments during calendar year 2025, are 

scheduled to complete those assessments in 2026. A summary of their Process Review and Case 

Studies will be included within GNI’s 2026 Annual Report. 

Calendar year 2025 Assessments

From time to time the GNI Board makes adjustments and accommodations to GNI’s assessment 

process. In 2024, the GNI Board permitted Frontiir, an ISP operating exclusively in Myanmar, to 

engage an independent consultant to conduct an “abridged assessment” due to unique operational 

and economic challenges related to the ongoing conflict in Myanmar. That abridged assessment 

began in 2025 and will be completed in 2026, with a summary to be included in GNI’s 2026 Annual 

Report.

Accommodations in the Assessment

GNI continuously evolves its assessment process between cycles to remain effective amid 

shifting political, technological, and membership landscapes. Preparations for the sixth cycle 

began in October 2025 with the Board’s approval of a strategic, phased workplan targeted 

for completion by the end of 2026. This phased approach involves gathering multistakeholder 

feedback, refining improvements through consultation with the Accountability Committee, 

membership, and accredited assessors to maximize value for members. Further details on the 

evolution process and final design of the sixth cycle will be provided next year and summarized in 

GNI’s 2026 Annual Report.

Preparations for the Sixth Assessment Cycle

https://docs.google.com/document/d/1fh13msmZ896hFnTvLMN3R-iD4zFYc_Ls_qFJ4nF1gpw/edit?tab=t.0#heading=h.wz1y93h2ls1y
https://docs.google.com/document/d/1fh13msmZ896hFnTvLMN3R-iD4zFYc_Ls_qFJ4nF1gpw/edit?tab=t.0#heading=h.3ea1n61uamwo
https://docs.google.com/document/d/1fh13msmZ896hFnTvLMN3R-iD4zFYc_Ls_qFJ4nF1gpw/edit?tab=t.0#heading=h.cteozpxumw76
https://docs.google.com/document/d/1fh13msmZ896hFnTvLMN3R-iD4zFYc_Ls_qFJ4nF1gpw/edit?tab=t.0#heading=h.ioyiae24udqk
https://docs.google.com/document/d/1fh13msmZ896hFnTvLMN3R-iD4zFYc_Ls_qFJ4nF1gpw/edit?tab=t.0#heading=h.4fc30zn49y4x
https://docs.google.com/document/d/1fh13msmZ896hFnTvLMN3R-iD4zFYc_Ls_qFJ4nF1gpw/edit?tab=t.0#heading=h.2abi2sbsnlrp
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The fifth assessment cycle introduced substantial structural and methodological changes, as 

highlighted by a GNI Confluence Blog from August 2024. 

The five key changes are highlighted below: 

1.	 Incorporating Mandatory Due Diligence Regulations: Companies and assessors can 

now use evidence from mandatory human rights frameworks like the DSA, Corporate 

Sustainability Reporting Directive (CSRD), and Corporate Sustainability Due Diligence 

Directive (CSDDD) during assessments. (See August 2024 GNI Confluence Blog.)

2.	 Enhanced Participation and Improved Mechanics: GNI’s Accountability Committee, 

composed of a broader range of representative members, now conducts reviews and 

submits determinations and recommendations to the Board, while the assessment 

process was staggered into three tranches over a two-year cycle. (See January 2025 

Confluence Blog.)

3.	 Sector-Specific Tailoring: Explicit guidance was provided to help assessors evaluate 

relevant government restrictions and demands based on specific technical capabilities 

and business models. (See September 2024 Confluence Blog.)

4.	 Addressing New Trends in Platform Governance and Information Integrity: The fifth 

assessment process better accounts for the increased sophistication of government 

restrictions, thereby ensuring assessments remain relevant in an evolving digital 

landscape. (See December 2024 Confluence Blog.)

5.	 Government Demands on AI and Due Diligence: Assessors were equipped to assess 

how companies conduct due diligence on AI-enabled products and features in light 

of corresponding government restrictions, further detailed in the GNI Policy Brief on 

Government Interventions in AI, launched in October 2025.

Fifth cycle assessments

https://globalnetworkinitiative.org/adapting-gnis-assessment-process-to-meet-evolving-expectations/
https://globalnetworkinitiative.org/adapting-gnis-assessment-process-to-meet-evolving-expectations/
https://globalnetworkinitiative.org/enhancing-participation-and-improving-the-mechanics-of-assessment/
https://globalnetworkinitiative.org/enhancing-participation-and-improving-the-mechanics-of-assessment/
https://globalnetworkinitiative.org/adapting-the-gni-assessments-for-companies-across-the-stack/
https://globalnetworkinitiative.org/addressing-new-trends-in-platform-governance-and-information-integrity-in-gni-assessments/
https://globalnetworkinitiative.org/gni-policy-brief-on-government-interventions-in-ai/
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Policy

The world map used is the 
azimuthal equidistant projection, 
centering the north pole. 

•	 Mobilized targeted legal and human rights submissions across 8 countries 

(Bangladesh, Mexico, Pakistan, Russia, Sri Lanka, Taiwan, the UK, and Zambia) to block 

non-transparent content regulation, biometric tracking, and anti-encryption measures.

•	 Challenged nationwide connectivity blockades and platform blocks in Tanzania, Nepal, 

Iran, and Gaza, directly advocating for the digital rights and connectivity of millions 

during critical political and human rights crises.

•	 Shaped regional and global policy standards at the UN (Cybercrime Treaty & 

WSIS+20), ASEAN (Platform Governance Guidelines), the EU (CSRD standards), 

and the US (State Department international tech engagement) to preserve an open, 

interoperable Internet.

•	 Advocated against state-mandated blockades of secure messaging apps (Signal and 

WhatsApp), defending the private, encrypted communications of millions of users 

against enforced migration to unencrypted state channels.

2025 Policy Impact
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Jurisdiction Advocacy Target GNI Instrument Strategic Policy Pillar

Tanzania
Election-period 
nationwide Internet 
blackout

GNI Statement 
condemning electoral 
connectivity blockades

Network Disruptions

Iran
Government ban on ~24 
digital platforms

GNI Statement 
challenging arbitrary 
platform blocks

Network Disruptions

Nepal
State-mandated 
connectivity restrictions

GNI Statement 
highlighting severe 
civilian risks of network 
controls

Network Disruptions

Gaza
Conflict-related 
infrastructure & 
connectivity threats

GNI Statement raising 
concerns over civilian 
communication blackouts

Network Disruptions

Pakistan
Prevention of Electronic 
Crimes Act (PECA) 
amendments

GNI Statement detailing 
critical human rights 
concerns

Intermediary Liability 

& Content Regulation

Bangladesh
Cyber Security 
& Personal Data 
Ordinances (2025)

GNI Statement calling 
out non-transparent 
lawmaking processes

Intermediary Liability 

& Content Regulation

Sri Lanka
Online Safety Act 2024 
reform process

GNI Policy Submission 
delivering human rights 
recommendations

Intermediary Liability 
& Content Regulation

Taiwan
Tobacco Hazards 
Prevention Act 
amendments

GNI Submission raising 
concerns over freedom of 
expression restrictions

Intermediary Liability 

& Content Regulation

Association of 

South East Asian 

Nations (ASEAN)

ASEAN Guidelines 
on the Governance of 
Digital Platforms

GNI Submission urging 
open public comment and 
transparency

Intermediary Liability 

& Content Regulation

European Union 

(EU)

Corporate Sustainability 
Reporting Directive 
(CSRD)

GNI Submission 
advocating for four-
pillar social disclosure 
standards

Intermediary Liability 

& Content Regulation

Mexico
Telecommunications & 
Intelligence Acts

GNI Statement raising 
the alarm on warrantless 
database access

Privacy & 

Surveillance

Zambia
Cyber Security Act 
& Cyber Crimes Act 
(2025)

GNI Statement 
challenging sudden, non-
transparent enactment

Privacy & 
Surveillance

https://globalnetworkinitiative.org/gni-statement-on-the-nationwide-internet-shutdown-in-tanzania-during-the-2025-elections/
https://globalnetworkinitiative.org/gni-statement-on-network-disruptions-in-iran/
https://globalnetworkinitiative.org/gni-statement-on-deadly-crackdown-and-digital-rights-violations-in-nepal/
https://globalnetworkinitiative.org/gni-statement-on-ongoing-communications-restrictions-in-gaza/
https://globalnetworkinitiative.org/gni-statement-on-ongoing-digital-repression-in-pakistan/
https://globalnetworkinitiative.org/gni-statement-on-recent-digital-regulations-in-bangladesh/
https://globalnetworkinitiative.org/gni-urges-human-rights-reforms-to-sri-lankas-online-safety-act/
https://globalnetworkinitiative.org/gni-letter-to-the-government-of-taiwan-on-the-proposed-amendments-to-the-tobacco-hazards-prevention-act/
https://globalnetworkinitiative.org/gni-recommendations-for-the-proposed-asean-guidelines-on-the-governance-of-digital-platforms/
https://globalnetworkinitiative.org/gni-recommendations-for-the-proposed-asean-guidelines-on-the-governance-of-digital-platforms/
https://globalnetworkinitiative.org/gni-recommendations-for-the-proposed-asean-guidelines-on-the-governance-of-digital-platforms/
https://globalnetworkinitiative.org/gni-submission-to-the-european-sustainability-reporting-standards-esrs-consultation/
https://globalnetworkinitiative.org/gni-submission-to-the-european-sustainability-reporting-standards-esrs-consultation/
https://globalnetworkinitiative.org/expanding-state-surveillance-gni-raises-alarm-on-mexicos-new-telecommunications-and-security-laws/
https://globalnetworkinitiative.org/gni-statement-on-zambias-new-cyber-laws-a-blow-to-freedom-of-expression-and-privacy/
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Russia
Targeted blocking of 
encrypted apps (Signal, 
WhatsApp)

GNI-Led Joint Statement 
defending secure 
communications against 
platform bans

Privacy & 
Surveillance

United Nations 

(Global)
UN Convention Against 
Cybercrime

GNI Statement re-
emphasizing overbroad 
surveillance risks

Jurisdictional 
Assertions & Limits

United States
US State Department 
international tech 
engagement

GNI-led Joint Letter 
urging sustained open 
Internet commitment

Jurisdictional 

Assertions & Limits

United Kingdom

Inquiry by the 
Parliamentary Joint 
Committee on AI 
Regulation and Human 
Rights

GNI Parliamentary 
Submission anchoring AI 
rules in UN frameworks

AI & Emerging 

Technologies

In 2025, GNI partnered with Global Partners Digital (GPD) to launch “Shaping the WSIS+20 

Review for a Unified Internet Multistakeholderism” (SWUIM), a major, year-long project supported 

by the inaugural Internet Corporation for Assigned Names and Numbers (ICANN) Grant Program. 

Designed to safeguard a rights-respecting, multistakeholder model of Internet governance during 

the UN’s 20-year review of the World Summit on the Information Society (WSIS+20), the initiative 

focused on elevating voices from the Global Majority and the technical community into global 

frameworks like the Global 

Digital Compact. Through 

SWUIM, GNI and GPD 

collaborated with ten civil 

society partners to conduct 

national workshops and 

research across countries 

including Bangladesh, 

Brazil, Chile, Colombia, 

Ghana, India, South Africa, 

Tanzania, and Zambia, while 

tracking the policy positions 

of major global actors like 

China, the EU, and the US. 

Shaping the WSIS+20 Review for a Unified 
Internet Multistakeholderism

https://globalnetworkinitiative.org/gni-and-cdt-joint-statement-to-defend-encryption-in-russia/
https://globalnetworkinitiative.org/gni-statement-on-the-uncc-ahead-of-the-signing-ceremony-for-the-hanoi-convention/
https://globalnetworkinitiative.org/gni-statement-on-the-uncc-ahead-of-the-signing-ceremony-for-the-hanoi-convention/
https://globalnetworkinitiative.org/leading-tech-industry-associations-call-on-the-state-department-to-prioritize-internet-governance-and-internet-freedom/
https://globalnetworkinitiative.org/gni-submission-to-the-uk-joint-committee-on-human-rights-inquiry-on-human-rights-and-the-regulation-of-ai/
https://globalnetworkinitiative.org/shaping-wsis20-gni-gpd-and-partners-promote-multistakeholder-internet-governance-with-icann-support/
https://globalnetworkinitiative.org/shaping-wsis20-gni-gpd-and-partners-promote-multistakeholder-internet-governance-with-icann-support/
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These localized insights directly informed GNI’s regional and global advocacy, including dedicated 

sessions at the Africa Internet Governance Forum (Africa IGF) in Tanzania, the WSIS+20 High-

Level Event in Geneva, and successive ICANN meetings. Throughout the year, GNI translated 

these findings into policy inputs, submitting formal recommendations to the WSIS+20 Elements 

Paper, the Zero Draft consultation, and the final Outcome Document revisions. The project 

culminated in the launch of the report, “The Road to WSIS+20: Key Country Perspectives,” 

alongside a summary infographic, mapping national government priorities to empower civil 

society advocacy and drive rights-based implementation across international digital governance 

architectures.

In late 2025, GNI launched Multistakeholder Approaches to Participation in AI Governance 

(MAP-AI) in partnership with the Centre for Communication Governance (CCG) at National Law 

University Delhi – one of GNI’s longest-standing academic institution members. The initiative aims 

to foster meaningful multistakeholder engagement across critical AI governance processes, with a 

particular focus on elevating underrepresented voices, especially those from the Global Majority. 

An initial goal for MAP-AI is to strengthen academic and civil society influence at the India AI 

Impact Summit, hosted by the Government of India in New Delhi in February 2026.

Through this work, GNI and CCG convened a series of pre-Summit multistakeholder 

conversations, several formally recognized by the IndiaAI Mission as official pre-Summit events. 

GNI and CCG are working to support travel for a broad range of Global Majority stakeholders to 

the Impact Summit, and will host multiple convenings alongside the Summit to center and amplify 

their vital perspectives.

Launching MAP-AI: 
Multistakeholder Approaches to AI Governance

https://globalnetworkinitiative.org/the-opportunity-for-africa-to-take-a-leadership-role-in-the-wsis20-review-process/
https://globalnetworkinitiative.org/global-network-initiative-at-wsis20-in-geneva-switzerland/
https://globalnetworkinitiative.org/global-network-initiative-at-wsis20-in-geneva-switzerland/
https://globalnetworkinitiative.org/reflections-from-icann85-looking-ahead-after-the-wsis20-review/
https://globalnetworkinitiative.org/bridging-perspectives-at-icann84-multistakeholder-collaboration-in-the-wsis20-review/
https://globalnetworkinitiative.org/gnis-intervention-at-wsis20-virtual-stakeholder-consultation-sessions-9-10-june-2025/
https://globalnetworkinitiative.org/gni-gpd-and-swium-country-partners-input-to-the-wsis20-review-elements-paper-consultation/
https://globalnetworkinitiative.org/gni-gpd-and-swium-country-partners-input-to-the-wsis20-review-elements-paper-consultation/
https://globalnetworkinitiative.org/gni-submission-to-the-wsis20-zero-draft-consultation/
https://globalnetworkinitiative.org/building-a-rights-respecting-digital-future-gni-reflections-on-revisions-1-and-2-of-the-wsis20-outcome-document/
https://globalnetworkinitiative.org/new-report-the-road-to-wsis20-key-country-perspectives-in-the-twenty-year-review-of-the-world-summit-on-the-information-society/
https://globalnetworkinitiative.org/gni-and-gpd-launch-new-summary-infographic-on-wsis20-country-positions/
https://globalnetworkinitiative.org/enabling-multistakeholder-approaches-to-ai-governance/
https://globalnetworkinitiative.org/map-ai/
https://ccgdelhi.org/
https://ccgdelhi.org/
https://impact.indiaai.gov.in/
https://impact.indiaai.gov.in/
https://globalnetworkinitiative.org/map-ai/the-road-to-the-india-ai-impact-summit/
https://globalnetworkinitiative.org/map-ai/the-road-to-the-india-ai-impact-summit/
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Learning

Shared learning is a defining 

pillar of GNI’s multistakeholder 

model. By creating a trusted 

platform for civil society, 

academia, investors, and 

tech companies, GNI enables 

members and partners to 

synthesize research, analyze 

policy developments, and 

address complex digital rights 

challenges. In 2025, GNI 

accelerated these efforts, 

hosting more Learning 

programming than in any 

previous year.

GNI, in partnership with the CELE, hosted its 

Annual Learning Forum on 22 October 2025 at the 

University of Palermo Law School in Buenos Aires, 

Argentina. The first Forum held in Latin America, 

it brought together global experts to examine 

how governments, companies, and civil society 

are responding to rapidly evolving regulatory 

and political landscapes affecting technology and 

human rights. Held alongside CELE’s “Toward a 

Better Regulation of the Internet” workshop and 

GNI’s Annual Meeting of Members and Q3 Board 

Meeting, the Forum explored key issues including 

intermediary liability, AI regulation, and the 

evolving responsibilities of states and companies 

to protect freedom of expression and privacy, 

highlighting the importance of Latin American 

perspectives in global digital rights discussions.

Recordings of the panels and closing 

remarks are available to watch here.

https://globalnetworkinitiative.org/what-we-do/enable-learning/
https://globalnetworkinitiative.org/event-summary-gni-annual-learning-forum-2025-on-navigating-global-paradigm-shifts-to-protect-digital-rights/
https://www.youtube.com/watch?v=n9erYXWQmXc
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Beyond these series, GNI convened members for learning calls on a range of geopolitical 

and technical trends, including sessions on the “U.S. Foreign Aid Funding Freeze,” “Network 

Disruptions & Surveillance in Africa,” “Global Trends in Network Blocking and Interference and 

Related Human Rights Impacts,” and “Researcher Access to Public Platform Data.”

Learning Series & Key Deliverables

Working Group Learning call topics/themes Output

Human Rights 

Due Diligence 

(HRDD)

•	 Community Moderation, 
Human Rights Due Diligence, 
and Government Demands & 
Restrictions 

•	 Hash Databases, Human Rights 
Due Diligence, and Government 
Demands & Restrictions 

•	 Navigating AI Moderation and the 
Risks to Free Expression

Summary report examining how 
content governance models impact 
freedom of expression and privacy 
amid accelerating state regulation.

Artificial 

Intelligence 

(AIWG)

•	 AI “on the network” 

•	 AI “in the network”  

•	 AI governance

Policy brief mapping state 
interventions across the AI value 
chain using a five-part taxonomy 
across infrastructure, development, 
and deployment layers.

https://globalnetworkinitiative.org/exploring-human-rights-due-diligence-in-community-moderation-models/
https://globalnetworkinitiative.org/exploring-human-rights-due-diligence-in-community-moderation-models/
https://globalnetworkinitiative.org/exploring-human-rights-due-diligence-in-community-moderation-models/
https://globalnetworkinitiative.org/exploring-human-rights-due-diligence-in-community-moderation-models/
https://globalnetworkinitiative.org/hash-databases-due-diligence-and-the-boundaries-of-government-oversight/
https://globalnetworkinitiative.org/hash-databases-due-diligence-and-the-boundaries-of-government-oversight/
https://globalnetworkinitiative.org/hash-databases-due-diligence-and-the-boundaries-of-government-oversight/
https://globalnetworkinitiative.org/navigating-ai-moderation-and-the-risks-to-free-expression/
https://globalnetworkinitiative.org/navigating-ai-moderation-and-the-risks-to-free-expression/
https://globalnetworkinitiative.org/new-report-from-gnis-learning-series-on-content-moderation-human-rights-due-diligence-and-government-demands/
https://globalnetworkinitiative.org/resources/government-interventions-in-ai/
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GNI also translated learnings from internal activities into external workshops alongside 

international forums. At RightsCon 2025, GNI engaged with Taiwan’s Ministry of Digital Affairs to 

explore intermediary liability and content regulation under the Tobacco Hazards Prevention Act, 

held sessions to align trust and safety practices with human rights, and shared corporate human 

rights compliance lessons for Central Asia. In May 2026 GNI participated at the Digital Rights and 

Inclusion Forum (DRIF) in Zambia, running our SIM card tabletop exercise with participation from 

several GNI company and civil society members. Additionally, in July 2025, alongside the WSIS+20 

High-Level Event and AI for Good Action Summit, GNI convened a Geneva workshop with the 

UN Office of the High Commissioner for Human Rights (OHCHR) on integrating the UNGPs into 

technical standard-setting. Finally, GNI co-hosted a high-level session on the sidelines of the 

IGF 2025 in Oslo, Norway to discuss the role of institutional investors in tech governance and 

moderated a session focused on incorporating human rights in AI governance. 

https://globalnetworkinitiative.org/looking-back-at-rightscon-2025/
https://globalnetworkinitiative.org/workshop-report-engaging-trust-safety-and-human-rights-practitioners-on-rights-respecting-responses-to-government-demands/
https://drif.paradigmhq.org/
https://drif.paradigmhq.org/
https://globalnetworkinitiative.org/wp-content/uploads/01-GNI-Tabletop-Exercise_SIM-Card-Registration.pdf
https://aiforgood.itu.int/summit25/programme/
https://globalnetworkinitiative.org/summary-report-ohchr-and-gni-workshop-on-private-sector-leadership-in-human-rights-aligned-standard-setting/
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Building on GNI’s experience convening cross-sector stakeholders on technology and human 

rights issues, GNI continued to facilitate meaningful stakeholder engagement in 2025 to help 

companies better understand and address human rights risks. These engagements draw on GNI’s 

multistakeholder model, global network, and expertise in freedom of expression and privacy, 

while reflecting international human rights principles that recognize meaningful stakeholder 

engagement as a key component of human rights due diligence (HRDD).

For instance, GNI, in partnership with the Digital Trust & Safety Partnership (DTSP), convened 

the European Rights & Risks: Stakeholder Engagement Forum in Brussels on 3 - 4 June 2025. 

The Forum brought together more than 75 participants, including representatives from GNI 

and DTSP member companies operating Very Large Online Platforms and Search Engines under 

the EU Digital Services Act, as well as civil society and academic experts. Participants explored 

approaches to human rights-based risk assessments and mitigation, the role of stakeholder input, 

transparency and accountability, and the evolving regulatory landscape. The Forum’s discussions 

and recommendations were captured in a summary report, highlighting opportunities to 

strengthen rights-respecting implementation of digital regulation. 

GNI also continued its stakeholder 

engagement work with an 

international company operating in 

Myanmar, supporting dialogue with 

stakeholders to identify human rights 

impacts and discuss approaches 

aligned with international human 

rights standards.

GNI continues to offer stakeholder 

engagement support to members 

and non-members alike. Please see 

our website for more information on 

these offerings. 

Stakeholder 
Engagement  

https://globalnetworkinitiative.org/what-we-do/facilitate-engagement/
https://globalnetworkinitiative.org/new-report-2025-european-rights-risks-stakeholder-engagement-forum/
https://globalnetworkinitiative.org/stakeholder-engagement-on-digital-rights-in-myanmar/
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The current Board term is from Q1 2024 to Q1 2027.

The following members served on the  
GNI Board in 2025

The following members served as 
alternate board members

Independent Chair

Vicky Bowman

Tech Companies

Miranda Sissons, Meta

Alex Walden, Google

Fiona Cura-Pitre, Nokia

Valerie Tiacoh, Orange

Amy Colando, Microsoft

Ricky Gaines, Wikimedia Foundation

Civil Society Organizations

Lillian Nalwoga, CIPESA

Thobekile Matimbe, Paradigm Initiative

Mishi Choudhary,  
Software Freedom Law Center India

Academics & Academic Organizations

Jhalak Kakkar, NLUD/CCG

Eduardo Bertoni, Independent

Investors

Nick Pelosi, Federated Hermes

Vice Chair

Usama Khilji

Tech Company Alternates

Patrick Day, Cloudflare

Emil Lindblad Kernell, Ericsson

Patrik Hiselius, Telenor

Matt Amatrada, Zoom

Civil Society Organizations Alternates

Juan Carlos Lara, Derechos Digitales

Allie Funk, Freedom House

Rafael Zanatta, Data Privacy Brasil

Investors Alternates

Adam Kanzer, BNP Paribas

Linda Sundberg, Svenska Kyrkan 
(Church of Sweden)

Academics & Academic Organizations Alternates

Konstantinos Komaitis, Independent

Susan Ness Independent

Governance
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continued to provide core support to GNI to strengthen the Network, including through a number 

of our governance and membership activities. 

The Ford Foundation (2024 - 2026)

provided funding to GNI through the project “Global Multistakeholder Collaboration for 

Strengthening the Information Environment by Protecting Freedom of Expression and Privacy 

Online”. The project aims to support the private and public sector in protecting the right to 

freedom of expression and privacy, particularly in the context of enabling and supporting a rights-

respecting information environment.

The Netherlands Ministry of Foreign Affairs (2024 - 2025)

provided funding to GNI through the project “Protecting Freedom of Expression and Privacy 

Online.” The project aims to promote the protection of freedom of expression and privacy in the 

technology sector and foster government accountability to protect human rights in digital policy 

in the Global Majority. This grant enabled GNI to host our first ever Members Meeting, provide 

support to Global Majority members to participate in GNI, and provide travel support to Global 

Majority members to key international digital rights conferences. 

National Endowment for Democracy (2024 - 2025)

supported GNI’s Shaping the WSIS+20 review for a Unified Internet through Multistakeholderism 

Project (SWUIM), which seeks to shape the WSIS+20 review to preserve the multistakeholder 

model of Internet governance, crucial in preserving the open and globally interoperable nature of 

the Internet. The project is implemented through a consortium model comprising Global Network 

Initiative and Global Partners Digital working with established civil society partners from 8 target 

Global South1 countries. 

The Internet Corporation for Assigned Names 
and Numbers (ICANN) (2025-2026)

Development 
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provided funds to support GNI’s general programming. 

Sympatico Ventures (2025)

provided funding to support the Multistakeholder Approach to Participation in AI Governance 

(MAP-AI). The project aims to facilitate multistakeholder participation in AI governance 

conversations, with particular support focused on fostering meaningful participation from civil 

society, academics, and researchers from the Global Majority, in order to further globally inclusive 

and equitable AI governance systems that reflect the needs and rights of all communities, as well 

as strengthen global AI governance processes by integrating evidence-based multistakeholder 

perspectives around key salient themes. 

The William and Flora Hewlett Foundation (2025) 
and The MacArthur Foundation (2025)

1  The term “Global South” is used here in reflection of the language of this specific grant. In its own materials, GNI uses the term “Global Majority” to refer 
to populations that, in isolation or collectively, tend to have less access to technology, as well as to conversations and decisions about its governance, 
regardless of their geographic location.
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Assets

$1,131,954
Excess of income over expenses

$1,540,508
Net assets beginning 

$2,672,462
Net assets ending

Revenue, Gains, 
and Other Support

Expenses 

TOTAL: $2,494,365

TOTAL: $1,678,007

Financials
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Cross-company comparisons

INTERVIEWS

CASE COUNTRIES CASE CONTENT

CASE STUDIES

Six companies - Verizon, MTN, Wikimedia, Google, Meta, and Zoom - successfully completed their 

assessments within 2025. Below is a cross-company analysis, with company-specific detailed 

summaries included in the Annex.

100 people interviewed across 6 companies – 
both HQ and regional staff

25 unique countries / regions covered Distribution of cases by content

48 cases in total 
(8 per company)

Accountability Annex: 
Public Assessment Reports
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Verizon Company Process Review

ABOUT THE COMPANY
Verizon provides communications, technology, information, and entertainment services to 

consumers, businesses, and governmental entities. The company’s two primary business units 

are Verizon Consumer Group (VCG) and Verizon Business Group (VBG). Its customers include 

individual wireless and wireline consumers in the United States and multinational enterprises 

across approximately 150 countries.

DUE DILIGENCE AND RISK MANAGEMENT
Verizon integrates human rights considerations, including potential risks to privacy and freedom 

of expression, into its corporate decision-making and due diligence frameworks. The BHRP 

works together with other internal teams, including Privacy, Law Enforcement, Responsible AI, 

and Third Party Risk Management to assess and address potential human rights risks. In product 

GOVERNANCE
Verizon’s governance with respect to potential risks to freedom of expression and privacy includes 

oversight by the company’s Board of Directors. Specifically, the Corporate Governance and Policy 

Committee of Verizon’s Board of Directors has oversight responsibility with respect to human 

rights and public policy matters. The Audit Committee of the Board has primary responsibility 

for overseeing Verizon’s risk management programs relating to data protection, privacy, and 

cybersecurity.

Verizon’s implementation of the GNI Principles and its overall human rights commitments is 

conducted primarily through the work of the Business & Human Rights Program (BHRP), a 

dedicated team of human rights attorneys, operating under the remit of the company’s Chief 

Legal Officer. The company’s Human Rights Statement sets forth the company’s commitment to 

assessing the impacts of its activities on human rights in a manner guided by the human rights due 

diligence framework set forth in the UN Guiding Principles on Business and Human Rights. Regular 

training and information-sharing briefings are provided to employees to support Verizon’s efforts 

to operate consistently with its human rights commitments.

Development and implementation of policies relating to privacy are the responsibility of Verizon’s 

Privacy Office, under the remit of the Chief Privacy Officer. Day-to-day interaction with law 

enforcement is managed by Verizon’s Security Assistance Team (VSAT) under the Corporate 

Security organization, with support provided by the law enforcement legal team, which reports 

up to the Chief Privacy Officer. Training programs include annual mandatory privacy training for 

all employees, specialized training for personnel with access to customer data, and a four-week 

training program for new VSAT employees.



Finding Resilience through Multistakeholderism
GNI Annual Report 2025

29

development, Verizon utilizes product intake forms and privacy impact assessments to evaluate 

potential human risks including those related to data collection, user-generated content, and 

other product or service features that may potentially generate risks to privacy or freedom of 

expression. Verizon also conducts Human Rights Impact Assessments (HRIAs) in specific instances 

to assess potential human rights impacts potentially associated with its products and services.

Verizon’s efforts to mitigate human rights risks associated with the sale of its products and 

services may include: modifications to product or service features; the use of acceptable use 

policies; guidelines around specific technologies, including the deployment of artificial intelligence; 

and tailored training for relevant employees.

Within the supply chain, the Third Party Risk Management office conducts screenings of new and 

existing vendors, escalating identified concerns for review by relevant internal teams.

FREEDOM OF EXPRESSION & PRIVACY
Verizon’s framework for managing law enforcement demands is governed by a multi-layered 

corporate structure. Absent an emergency situation, Verizon requires government demands to be 

made in writing and to be based on appropriate legal authority. Trained analysts confirm the facial 

validity of each legal demand received. In the United States, the company maintains an emergency 

demand process where specific protocols are followed to ensure that the legal requirements for 

disclosing information in an emergency have been satisfied and documentation can be provided 

retrospectively by law enforcement.

Data privacy is overseen by the Privacy Office. Consistent with U.S. privacy law and its own 

Privacy policies, Verizon only collects from customers the information the company needs to 

render and improve the services it provides. Records are retained for as long as they are needed 

for operational, legal, tax, audit, investigative, and security purposes. Retention practices are 

reviewed and benchmarked on a regular basis and when new circumstances warrant their review. 

Verizon informs its customers about the types of data that are collected and the ways in which 

the data are used and shared. Data security is overseen by the Chief Information Security Officer. 

Data safeguarding measures used for a particular set of data can vary, but may include encryption, 

storage on secure servers, and restricting access to a limited number of employees. Data privacy 

and protection practices are subject to several internal audits each year.

For its international enterprise operations, Verizon uses Binding Corporate Rules (BCRs) to 

protect the transfer of EU- and UK-originating personal data to participating Verizon entities, 

approved by applicable regulators. The processing of personal data that is not subject to EU/UK 

requirements is reviewed and monitored for compliance with applicable law(s) by relevant legal 

and regulatory teams, including the Privacy Office.



Finding Resilience through Multistakeholderism
GNI Annual Report 2025

30

TRANSPARENCY & ENGAGEMENT

RECOMMENDATIONS

Verizon maintains human rights governance disclosures, including its Human Rights Statement and 

HRIA summaries, on a dedicated section of its corporate website. The company’s Human Rights 

Statement and its Code of Conduct reference respect for internationally recognized human rights.

Information regarding Verizon’s responses to law enforcement requests in both the United States 

and in other countries where Verizon does business is available in the company’s publicly available 

Transparency Reports, which have been published since 2013. The reports include information 

about the applicable laws and regulations that require Verizon to disclose information or to block 

content.

Verizon has not received demands to block access to websites in the United States, or to shut down 

or restrict access to its services or communications networks in the United States or internationally. 

An FAQ in Verizon’s Transparency Report states that, if such a request were received, the company 

would evaluate its legality and proportionality and strive to minimize any impact on customers’ 

freedom of expression and human rights.

Outside of the United States, where Verizon provides network services to enterprise customers, 

Verizon is, on occasion, required to block access to specified websites, and the company includes 

these demands in its Transparency Reports.

Information regarding Verizon’s Privacy Policies is available in Verizon’s online privacy center. 

Verizon also hosts a dedicated Privacy Dashboard where U.S. consumers can exercise privacy rights.

Grievance mechanisms include a 24/7 multilingual ethics reporting platform accessible to 

employees, suppliers, and the public. Verizon also has several channels available for customers to 

raise concerns specifically relating to privacy. For example, customers of Verizon’s various consumer 

brands are provided with contact information to address questions or concerns.

The company engages in multiple external forums related to privacy and freedom of expression, 

including RightsCon and the B-Tech Community of Practice.

This section provides summaries of some of the recommendations made to the company through the 

assessment process. It is not comprehensive or illustrative.

The assessor noted that Verizon’s approach to human rights governance reflects maturity, with 

human rights reviews integrated into core business processes such as product development, 

partnerships, and legal reviews. Several potential improvement areas were identified by the 

assessors and/or the GNI Board and Accountability Committee, including: more systematic 

training for relevant teams; more structured human rights reviews with respect to sales involving 
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higher-risk products and markets; additional transparency with respect to the policies and 

guidelines governing responses to law enforcement demands; and integrating human rights 

perspectives into public policy engagement through greater cross-functional collaboration.

MTN Company Process Review

ABOUT THE COMPANY
MTN Group serves 307.2 million customers across 16 markets in Africa and the Middle East [1]. 

The Group generates revenue primarily through mobile telecommunications services, including 

network, digital, fintech, interconnect, and roaming services, and the sale of mobile devices, as 

well as enterprise, wholesale, and Application Programming Interface (API) solutions. The Group’s 

operations are organized into reportable segments based on geography and reporting lines to the 

chief operating decision maker, specifically covering South Africa, Nigeria, South and East Africa 

(SEA), West and Central Africa (WECA), and Middle East and North Africa (MENA).

GOVERNANCE
MTN Group’s governance framework for sustainability and digital human rights is overseen by the 

Social, Ethics and Sustainability Committee (SESCO) on behalf of the Board. The Group Executive 

Committee, led by the Chief Executive Officer (CEO), is responsible for continuous monitoring, 

while Country CEOs are accountable for implementing the Digital Human Rights Policy and 

conducting human rights due diligence within their respective Operating Companies (OpCos). 

The Digital Human Rights and Data Protection Policies are reviewed biennially and require formal 

approval from SESCO and the Audit Committee, followed by final Board ratification.

The Group Sustainability function is responsible for policy development and the localization of 

GNI Principles, while the Executive Committee manages risk mitigation. Implementation at the 

OpCo level is supported by designated human rights personnel and annual Human Rights Impact 

Assessments (HRIAs). A Digital Human Rights Playbook (“Playbook”) establishes a decision matrix 

for risk categorization and escalation, specifically addressing government requests for network 

shutdowns or user data. High and very high-level risks necessitate escalation to the Group level via 

established crisis management procedures.

The Group maintains a structured training program, facilitated annually by the Group Human 

Rights Senior Manager, covering human rights frameworks, due diligence, and Playbook 

navigation. This extends to the MTN Board and includes specialized training for privacy 

champions. The privacy program comprises extensive documentation and modules designed to 

ensure regulatory compliance. While OpCos may localize policies to meet regional regulatory 

requirements, they must adhere to a minimum global standard for data protection. In incident-
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related crises, the Group mandates an audit trail, utilizing email communications for immediate 

record-keeping, followed by formal documentation in accordance with the Playbook.

DUE DILIGENCE AND RISK MANAGEMENT
MTN’s due diligence framework for human rights risk management encompasses products, OpCos, 

and business relationships. At the Group level, technical risks regarding product development, 

including fintech and Artificial Intelligence (AI), are identified through collaboration between 

Group Tech, Sustainability, and Legal teams. For geographic operations, OpCos execute annual 

HRIAs and quarterly risk assessments, supplemented by bi-monthly reviews and biennial third-

party audits as prescribed by the Playbook. Heightened assessment protocols are activated during 

periods of political instability or elections to mitigate risks to freedom of expression and privacy.

In high-risk or conflict-affected environments, the company utilizes rapid impact assessments 

to address isolated incidents, such as Internet shutdowns. For acquisitions, policy mandates a 

completed impact assessment prior to the acquisition of new business to ensure human rights 

protections are maintained. While Group Procurement currently manages supplier due diligence 

concerning labor practices, the integration of digital human rights principles into this process is 

ongoing, utilizing a toolkit aligned with the UN Guiding Principles on Business and Human Rights 

and other international frameworks.

To manage government-mandated service restrictions, MTN conducts regulatory engagement 

and collective industry action. Identified human rights risks and mitigation recommendations 

are reported to the SESCO, the Board, and Group Risk to ensure oversight and continued policy 

integration.

FREEDOM OF EXPRESSION & PRIVACY
Under the guidance of the Sustainability & Shared Value Department, all government requests for 

content restrictions or data are evaluated for legal validity, necessity, and proportionality. While 

the company maintains compliance with domestic laws, international human rights standards 

serve as the overarching framework in instances where domestic legislation conflicts with 

international norms. Requests concerning freedom of expression and data privacy are processed 

at the OpCo level, with legal teams performing the primary assessment and sign-off.

Procedural deviations from the requirement for written communication are documented, 

particularly in conflict-affected regions where verbal instructions are recorded and escalated 

to the Board. In some markets, OpCos have implemented a requirement that all requests be 

channeled through the national regulator to ensure formal documentation. Data privacy is further 

managed via a Group Data Protection Policy and an initiative involving the appointment of 

departmental “privacy champions” and mandatory staff training.
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TRANSPARENCY & ENGAGEMENT
MTN utilizes several formal communication channels, including an annual Sustainability Report, 

biennial Position Statements, and Group Statements in case of urgent matters. Internally, the 

company conducts annual Digital Human Rights training for specified OpCo teams, including Legal 

and Corporate Affairs. Regarding data privacy, the company discloses the categories of personal 

information collected, while incident management for privacy or digital human rights violations 

is handled via a collaborative process between Group and OpCo Cyber and Information Security 

(Infosec) teams.

In response to government-mandated content restrictions or data requests, MTN generally 

notifies users via Short Message Service (SMS); however, disclosures may be delayed depending on 

the legal context and the nature of the incident. In certain markets, the company has encountered 

government instructions to withhold communication regarding network disruptions.

The company maintains grievance mechanisms, including a dedicated human rights email address 

and a ‘Treat Customers Fairly’ policy, with remediation measures such as the provision of free 

minutes. Stakeholder engagement is primarily conducted through discussions surrounding 

operating licenses and investments, and MTN liaises with international bodies and governments 

regarding human rights infringements on a case-by-case basis.

RECOMMENDATIONS
This section provides summaries of some of the recommendations made to the company through the 

assessment process. It is not comprehensive or illustrative.

The assessor appreciated MTN’s foundational commitment to digital human rights, specifically 

noting the value of its Digital Human Rights Playbook and active industry collaboration. These 

elements provided a solid framework for responsible business practice, though the assessor noted 

that enhancing their practical application is essential for sustained compliance.

The assessor recommended localizing and simplifying the Playbook to ensure accessibility for 

non-expert staff at OpCos. Furthermore, the assessor noted that streamlining due diligence by 

integrating human rights assessments into lateral business functions — such as Mergers and 

Acquisitions (M&A) and product development — would ensure a more proactive risk management 

posture. Finally, the assessor identified a need for formalized record-keeping regarding 

government requests and post-incident management. The assessor concluded that by expanding 

technical training and increasing transparency through published HRIA summaries, MTN can more 

effectively align its reporting standards with GNI guidelines to strengthen accountability. The GNI 

Accountability Committee and Board took note of and supported these recommendations. 

[1]  In Nov 2025, MTN streamlined its operating model for greater efficiency and growth. As a result our operations are organized as follows: South Africa; 
Nigeria; SEA (Southern and East Africa) and Francophone Africa]- for more info please see page 8, MTN-Group-FY-25-Integrated-Report-v1.pdf

https://www.mtn.com/wp-content/uploads/2026/04/MTN-Group-FY-25-Integrated-Report-v1.pdf
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Wikimedia Foundation Company Process Review

ABOUT THE COMPANY
The Wikimedia Foundation (the Foundation) is the non-profit organization responsible for 

operating Wikipedia and other free knowledge projects globally. Funding is primarily sourced from 

individual donations. The Foundation fulfills the technical, legal, trust & safety, administrative, 

fundraising, and other functions necessary to host these projects, while the projects and the 

content they host are moderated through a decentralized, community-governed model. The 

organization includes a for-profit subsidiary, Wikimedia Enterprise, which provides services to 

high-volume commercial re-users of Wikimedia content.

DUE DILIGENCE AND RISK MANAGEMENT
The Foundation employs an institutionalized human rights due diligence (HRDD) framework to 

identify and mitigate risks to freedom of expression and privacy. This framework informs decision-

making regarding new product development, significant changes to existing products, and ad hoc 

events such as armed conflict. Risks are classified as high, medium, or low. High-risk scenarios in 

conflict-affected areas may trigger rapid assessments, while medium-risk scenarios may result in 

GOVERNANCE
The Foundation has integrated human rights protections into its senior management structure 

through a cross-functional Human Rights Steering Committee. This committee, which is composed 

of representatives from the Legal, Global Advocacy, Communications, People, and Product and 

Technology teams, is responsible for implementing the Foundation’s Human Rights Policy and the 

GNI Principles. Oversight is maintained by the Board of Trustees via the Executive Committee, 

which receives regular reports on human rights trends. The Board includes at least one member 

with human rights expertise, and a community-led governance structure facilitates the escalation 

of volunteer concerns to the Foundation’s senior management. Operational implementation of 

privacy and freedom of expression is distributed across the Privacy, Product and Technology, Trust 

and Safety, and Human Rights teams. 

 

The Foundation provides various privacy-related trainings, such as training for new employees 

on general privacy practices, as well as training for relevant staff to address data breaches. 

Formal reporting mechanisms are established for specific risk categories: legal threats are routed 

to the Legal Department, on-platform issues such as harassment are managed by Trust and 

Safety through a multilayered review and appeal process, and physical safety emergencies are 

addressed via a 24/7 monitored email that may trigger a crisis response protocol. Furthermore, 

a Whistleblower Policy allows internal stakeholders to report potential legal or ethical violations 

through leadership or an anonymous hotline, with oversight provided by the Chair of the Audit 

Committee.
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product or country-level impact assessments. Assessment methodologies incorporate internal 

policies, consultations with staff and volunteers, and external academic or civil society research, 

such as Freedom House reports.

 

To evaluate risks that emerge in specific jurisdictions, the Legal Department reviews domestic 

laws and practices against international human rights norms. Regarding business relationships, the 

Foundation’s Legal, Safety, and Security Service Center (L3SC) serves as a centralized intake for 

evaluating commercial partnerships and assessing potential risks. For risks within the Foundation’s 

operational control, such as government content removal or data requests, a dedicated legal team 

conducts rigorous reviews of each request. For risks where the Foundation lacks operational 

control, such as state-level platform blockages, the Foundation may consider legal challenges 

through relevant judicial bodies. 

 

The Foundation’s governance structure ensures that findings from Human Rights Impact 

Assessments (HRIAs) are escalated from the Human Rights Steering Committee to Senior 

Leadership and the Board of Trustees. These findings may be institutionalized through policy 

updates, the creation of specialized roles, and the integration of recommendations into annual 

budget and resource planning processes.

FREEDOM OF EXPRESSION & PRIVACY
The Foundation’s privacy and litigation functions are responsible for designing, implementing, and 

revising all policies for responding to government demands concerning freedom of expression 

and privacy. The Foundation’s policies that govern how it responds to such demands mandate that 

all government requests for user information or content alteration or removal be legally valid, 

enforceable under applicable law, submitted in writing, and necessary and proportionate. Any 

request that fails to adhere to these procedures or lacks a valid legal basis is refused, except in 

situations involving an imminent threat to life. For requests from governments, the Foundation 

applies its policy to determine the applicability of a jurisdiction’s law to the organization, which 

ensures compliance with international human rights norms. To further mitigate risks, the 

Foundation adheres to strict data minimization principles by collecting minimal amounts of 

personal data and retaining the data it does collect for a minimal period of time. Detailed records 

of all incoming government requests are maintained to ensure accountability.

TRANSPARENCY & ENGAGEMENT
The Foundation ensures transparency through a biannual Transparency Report that summarizes 

requests for content alteration and removal and user information. The Foundation’s Privacy 

Policy discloses the categories of personal information collected and their specific uses, and 

the Foundation aims to notify users within ten days of information sharing, where feasible. 

While the vast majority of content moderation is managed via community self-governance, 
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any Foundation-led removals following valid legal orders are recorded publicly in platform edit 

histories and the Transparency Report. Stakeholders may submit grievances and seek redress 

through the Foundation’s Legal Department or through mechanisms described in the Foundation’s 

Whistleblower Policy. 

 

The Foundation also engages in substantive public policy advocacy and litigation to protect users’ 

rights. This includes challenging the constitutionality of the United States’ National Security 

Agency (NSA) mass surveillance program and opposing policies including the French SREN (Law 

to Secure and Regulate the Digital Space) bill, Chilean regulations that threatened community-led 

moderation, and the Philippines’ SIM Card Registration Act, while advocating for the reform of 

Section 702 of the U.S. Foreign Intelligence Surveillance Act (FISA) and contributing to discussions 

regarding Australia’s Basic Online Safety Expectations.

RECOMMENDATIONS
This section provides summaries of some of the recommendations made to the company through the 

assessment process. It is not comprehensive or illustrative.

The assessor noted that while the Foundation successfully relies upon its decentralized model 

to uphold GNI Principles, implementing standardized, documented protocols is essential for 

consistency when responding to government demands across jurisdictions. Recommended 

improvements include formalizing mandatory human rights training for staff, establishing clear 

timelines for implementing HRIA recommendations, and clarifying when community consultation 

is required to more proactively mitigate risks.

 

GNI’s Board and Accountability Committee further recommended that the Foundation implement 

recurring, region-specific human rights and digital security training for community members and 

volunteers, developed in collaboration with civil society organizations. To better protect global 

stakeholders, they also recommended deepening engagement with civil society, bolstering security 

measures to safeguard contributor data, and increasing transparency regarding content blocking 

orders in conflict-affected areas in accordance with applicable laws.
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Google Company Process Review

ABOUT THE COMPANY
Google, a subsidiary of Alphabet Inc., is headquartered in Mountain View, California, and maintains 

116 global offices. The company’s operations include core platforms such as Search, Android, 

and YouTube—each exceeding one billion monthly active users—alongside enterprise cloud and 

hardware businesses. Following structural reorganizations, DeepMind now operates as Google 

DeepMind. The company’s mission to organize global information is conducted in accordance with 

international human rights standards.

DUE DILIGENCE AND RISK MANAGEMENT
Google maintains a structured due diligence framework to identify and mitigate risks to freedom 

of expression and privacy across its global operations. During the product development lifecycle, 

product-specific counsel and cross-functional review bodies assess potential impacts on user 

rights. For jurisdictional expansions or changes, regional legal and public policy teams, in 

GOVERNANCE
Google has integrated its Human Rights Executive Council (HREC) into a formalized risk and 

compliance governance structure. The HREC is composed of senior leaders across relevant 

product areas and functions. The Council is formally integrated into Google’s Trust and 

Compliance governance program, which is led by the Trust & Compliance Council (TCC). The 

TCC is co-chaired by Google’s President of Global Affairs & Chief Legal Officer and SVP of Core 

Engineering. The HREC provides oversight and guidance across Google’s human rights efforts and 

ensures issues are being addressed consistently. Senior management oversees the implementation 

of the GNI Principles at Google and provides regular updates to the Board on relevant issues, 

including risks to human rights. The Board provides oversight and responds to concerns raised by 

senior management, including through review and discussion of significant regulatory matters that 

may impact human rights.

The Human Rights Team operates under the President of Global Affairs, with day-to-day oversight 

distributed among the Vice Presidents of Global Government Affairs and Public Policy, Trust & 

Safety, Regulatory Affairs, General Counsel, and Chief Compliance Officer. This structure ensures 

that critical functions, such as content removal and user data requests, are managed by teams 

trained to identify potential infringements on freedom of expression and privacy. To support 

this, Google provides training for all personnel on identifying and escalating human rights risks, 

supplemented by specialized GNI training for core teams. Furthermore, an anonymous, retaliation-

protected reporting hotline facilitates the internal identification and escalation of human rights 

concerns.
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coordination with the Human Rights Team, evaluate local legal and political environments. In high-

risk or conflict-affected scenarios, the company establishes centralized, cross-functional teams 

guided by standardized playbooks. Acquisitions and partnerships are subjected to rigorous legal 

and privacy due diligence to ensure contractual adherence to company principles.

 

Google conducts due diligence on an ongoing basis, including for specific jurisdictions, and for new 

products, new features, laws, and policies that may impact freedom of expression and privacy. For 

novel or high-impact issues, Google may conduct formalized Human Rights Impact Assessments 

(HRIAs), often utilizing third-party experts and international standards such as the United Nations 

Guiding Principles on Business and Human Rights (UNGPs).

FREEDOM OF EXPRESSION & PRIVACY
Policy design and oversight regarding government demands are managed by the Data Disclosure 

& Strategy team and the Legal Content Policy & Standards (LCPS)  team within Global Affairs. 

Google requires that all government requests for user information or content removal adhere 

to established domestic legal processes and be submitted through written, substantiated 

communications via official government email addresses. The company reviews the legal validity 

of each request, assessing the authority of the issuing entity and the application of local laws. If 

a request is vague, ambiguous, or lacks sufficient legal basis, Google may push back or deny the 

request.

To promote global digital freedoms, Google engages with international organizations, including the 

Organisation for Economic Co-operation and Development (OECD) and the UN, to advocate for 

standards and regulations consistent with international human rights laws. Regarding data privacy, 

Google takes a privacy-by-design approach, adheres to data minimization principles, and maintains 

clear policies for data retention and deletion. Furthermore, Google conducts jurisdiction-specific 

risk assessments to determine data storage locations, utilizing encryption and stringent internal 

access controls to mitigate risks associated with varying jurisdictional footprints.

TRANSPARENCY & ENGAGEMENT
GGoogle maintains transparency regarding human rights impacts through its online Transparency 

Reporting portal, which contains a series of reports including on government requests for user 

data and to remove content. This is supplemented by product-specific policies, a dedicated 

human rights webpage, a Safety Center, and a detailed Privacy Policy. Upon content removal due 

to government mandates, Google’s standard practice is to notify affected users via email or on-

page notices, unless prohibited by court orders; these removals are also shared with the Lumen 

database. Users may appeal content removals through a process reviewed by human personnel.
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Externally, Google regularly meets with NGOs, human rights organizations, international 

organizations, and regulators to discuss human rights issues. Additionally, the company 

participates in spaces like the Freedom Online Coalition, Internet Governance Forum, and 

interacts with the UN High Commissioner for Human Rights. Engaging with governments to 

address actual and potential impacts to freedom of expression and privacy is a core function of 

Google’s Government Affairs & Public Policy Team, in collaboration with various teams, including 

Legal, Regulatory Affairs, Trust & Safety, and Compliance.

FOLLOW UP & IMPROVEMENT
The assessor noted that Google maintains a sophisticated framework for respecting user 

privacy and freedom of expression, demonstrating rigor in assessing government requests and 

responsible AI development. To further strengthen the implementation of the GNI Principles, the 

assessor recommended scaling regional human rights capacity across the Asia-Pacific (APAC), 

Latin America (LATAM), MENA, and Sub-Saharan Africa (SSA) markets to ensure more nuanced, 

context-aware responses. Additionally, recommendations were made by the assessor to increase 

public transparency regarding specific human rights interventions and sustain investment in 

generative AI governance to ensure protocols remain robust as technology evolves.

RECOMMENDATIONS FROM PREVIOUS CYCLES
Since the 2022 assessment, the assessor noted that Google has implemented most 

recommendations regarding governance, capacity, and crisis readiness. The Human Rights 

Program governance is now formally integrated into the broader companywide compliance 

infrastructure, and the Human Rights team has expanded, enabling increased stakeholder 

engagement via regional engagements. Google has also established a protocol related to 

human rights & crisis response. The assessor identified ongoing opportunities to improve public 

transparency and to further embed human rights considerations into high-level internal forums.

Meta Company Process Review

ABOUT THE COMPANY
Meta’s primary products relevant to the Global Network Initiative (GNI) are Facebook, Instagram, 

Threads, Messenger, WhatsApp, and Meta AI. According to its December 2024 10-K filing, Meta 

reported 3.35 billion daily active users across its products.

https://facebook.com/
https://instagram.com/
https://threads.com/
https://messenger.com/
https://whatsapp.com/
https://meta.ai/
https://www.sec.gov/Archives/edgar/data/1326801/000132680125000017/meta-20241231.htm
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GOVERNANCE
Meta’s approach to human rights is governed by its Corporate Human Rights Policy (CHRP), which 

incorporates its commitment to the GNI Principles. Implementation of Meta’s CHRP is jointly 

overseen by the President of Global Affairs and Chief Legal Officer.

Meta’s Human Rights Program is responsible for day-to-day human rights risk management. The 

Human Rights Program advises on key product, policy, and corporate decisions; and leads human 

rights due diligence efforts. The team works closely with Legal, Operations, Policy, and Product 

leadership and staff to ensure Meta lives up to the expectations of the UN Guiding Principles 

on Business and Human Rights (UNGPs) as well as its commitments as a member of the Global 

Network Initiative.

Significant and challenging matters may be escalated to the President for Global Affairs, Chief 

Legal Officer, and other relevant senior leadership, as appropriate.

DUE DILIGENCE AND RISK MANAGEMENT
Meta’s Corporate Human Rights Policy lays out its approach to conducting due diligence and 

managing human rights risks in a manner aligned with the UNGPs and GNI Principles. The 

company employs a variety of due diligence methodologies, including, but not limited to, human 

rights impact assessments (HRIAs), to assess potential human rights impacts of its products and 

business activities. It endeavors to pay particular attention to the rights and needs of users from 

groups or populations that may be at heightened risk of becoming vulnerable or marginalized. 

As part of its due diligence program, Meta periodically carries out a review to identify and 

prioritise its most salient human rights issues in each context using the UNGP’s framework of 

severity (scope, scale, remediability) and likelihood; it first disclosed a summary of these salient 

risks in its 2022 Human Rights Report. In managing dynamic country-specific risks—including 

those related to elections and conflict-affected environments—Meta synthesizes internal data, 

external sources, and findings from its comprehensive stakeholder engagement program. It also 

considers its relevant legal obligations and the safety of its personnel in the jurisdictions where it 

operates.

FREEDOM OF EXPRESSION & PRIVACY
Meta has established policies and processes for reviewing and responding to government requests 

to disclose user data and restrict content. These include its Law Enforcement Guidelines and 

Privacy Policy (for user data) and its policies related to content alleged to violate local law, which 

are informed by its commitment to the GNI Principles.

https://humanrights.fb.com/policy/
https://humanrights.fb.com/wp-content/uploads/2023/09/2022-Meta-Human-Rights-Report.pdf#page=13
https://humanrights.fb.com/wp-content/uploads/2023/09/2022-Meta-Human-Rights-Report.pdf#page=13
https://transparency.meta.com/en-gb/policies/improving/principles-guide-our-stakeholder-engagement/
https://www.meta.com/en-gb/safety/communities/law/guidelines
https://mbasic.facebook.com/privacy/policy/
https://transparency.meta.com/reports/content-restrictions/content-violating-local-law/


Finding Resilience through Multistakeholderism
GNI Annual Report 2025

41

When Meta receives government requests to restrict content based on local law, it follows a four-

step process described in its Transparency Center. First, it reviews the reported content under its 

policies, such as its Community Standards. Second, it conducts a legal review of the request against 

applicable local law. Third, it conducts human rights due diligence, including a consideration of 

legality, legitimacy, necessity, proportionality, and external risks. Finally, it takes any appropriate 

action on the content and notifies the requesting government agency of the outcome. When 

Meta takes action on content based on a legal request, it also considers whether any mitigation 

measures may be deployed, such as an appeal of the takedown request, real time transparency via 

a public case study, sending a copy of the order to Lumen, or taking steps to limit the impact of the 

request.

When Meta does act against organic content on the basis of local law rather than its Community 

Standards, it restricts access to the content only in the jurisdiction where it is alleged to be 

unlawful. The poster of the restricted content and any attempted viewers impacted by the 

restriction are informed of the action taken, unless prohibited by law.

When Meta receives a government request to disclose user data, it reviews and evaluates each 

request individually, whether the request was submitted as related to an emergency or through 

legal process obtained by law enforcement or national security authorities. This team considers 

whether requests are consistent with applicable law and Meta’s policies (including its Data Policy). 

In line with Meta’s commitments as a member of the Global Network Initiative and its Corporate 

Human Rights Policy, Meta also conducts a careful review of each law enforcement request to 

disclose user data for consistency with international human rights standards.

If Meta determines that a government request is not consistent with applicable law or its policies, 

it will push back and engage the governmental agency to address any apparent deficiencies. If the 

request is unlawful (for example, overly broad, or legally deficient in any way), it will challenge or 

reject the request.

Meta notifies users about requests for their information before disclosing it unless it is prohibited 

by law from doing so or in exceptional circumstances, such as where a child is at risk of harm, 

emergencies or when notice would be counterproductive. Meta will also provide delayed notice 

upon expiration of a specific non-disclosure period in a court order and when it has a good faith 

belief that exceptional circumstances no longer exist and when it is not otherwise prohibited by 

law from doing so.

In all cases, and consistent with the GNI Principles and Implementation Guidelines, Meta 

considers the safety of its personnel and impacts on the availability of its services when reviewing 

government requests.

https://transparency.meta.com/reports/content-restrictions/content-violating-local-law/
https://transparency.meta.com/en-gb/policies/community-standards/
https://transparency.meta.com/reports/content-restrictions/case-studies/
https://lumendatabase.org/
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RECOMMENDATIONS FROM PREVIOUS CYCLES
Meta’s independent assessor determined that it had successfully implemented prior 

recommendations. These included clarifying the role of senior management in human rights 

decision-making; providing additional human rights training; incorporating human rights 

considerations into its due diligence on mergers and acquisitions; and establishing more formal 

processes for conducting human rights due diligence. Meta’s assessor also noted that the company 

had improved stakeholder communication through its annual human rights reporting and clarified 

its approach to government requests within its Privacy Policy.

TRANSPARENCY & ENGAGEMENT
Meta maintains a Transparency Center, where it publishes detailed information on its approach to 

government requests impacting freedom of expression and privacy as well as jurisdiction-level data 

on such requests it receives. Through its CHRP, Meta also commits to publishing annual reporting 

on its human rights work, including work relevant to its implementation of the GNI Principles.

Meta’s CHRP includes a commitment to stakeholder engagement, which supports its broader due 

diligence and risk management activities, described above. The company also engages on salient 

human rights issues—as appropriate and consistent with the GNI Principles—with governments 

and international institutions.

FOLLOW UP & IMPROVEMENT
Meta’s independent assessor recommended several areas for possible follow-up and improvement. 

These included periodic retrospective reviews of escalations; increasing the capacity and internal 

awareness of the company’s human rights team; establishing clear criteria for when issues must be 

evaluated by the human rights team before a decision is made; and more clearly communicating 

certain rejections of government data disclosure requests to law enforcement. 

The GNI Accountability Committee and Board further recommended that Meta deepen employee 

understanding of geopolitical and conflict-specific context; mandate formal human rights training 

for relevant members of product teams; and provide further detail in notifications provided to 

users when their content is restricted or removed based on a government request.

Additionally, in light of concerns raised by some GNI members about its January 2025 product and 

content policy changes—which occurred outside the assessment period—the Board and Meta also 

agreed that Meta would make a senior leader involved in the decision-making available for a GNI 

learning call and would conduct a GNI Case Study Tabletop Exercise (CSTE) exploring the topic. 

This CSTE will be incorporated into Meta’s next GNI assessment.

https://humanrights.fb.com/annual-human-rights-report/
https://www.facebook.com/privacy/policy/
https://transparency.meta.com/
https://transparency.meta.com/reports/content-restrictions/
https://transparency.meta.com/reports/government-data-requests/
https://humanrights.fb.com/policy/
https://humanrights.fb.com/annual-human-rights-report/
https://transparency.meta.com/en-gb/policies/improving/stakeholders-engaging-in-policy-development/
https://about.fb.com/news/2025/01/meta-more-speech-fewer-mistakes/
https://about.fb.com/news/2025/01/meta-more-speech-fewer-mistakes/
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Zoom Company Process Review

ABOUT THE COMPANY
Zoom Communications, Inc. was founded in 2011, has been publicly listed since 2019, and 

provides a workplace collaboration platform. As of April 2025, the company maintains 

approximately 7500 employees globally, with research and development (R&D) and operational 

centers in the United States, Europe, China, India, and Singapore. The organizational structure 

comprises five primary divisions — Product and Engineering, Sales, Finance, Technology, Corporate 

Strategy — reporting to the Chief Executive Officer (CEO), Eric Yuan.

GOVERNANCE
Zoom’s Board of Directors oversees an Executive Staff composed of the CEO and the heads of its 

primary functions. The Government Relations team and the Trust & Safety Team (which sits within 

Compliance) have shared responsibility for implementing the GNI Principles. Risks to freedom of 

expression and privacy are escalated through the management chain where appropriate, to the 

Executive Staff. Standard Operating Procedures (SOPs) govern the escalation of sensitive issues, 

such as significant government requests or privacy-impacting product changes, through defined 

tiers to the Executive Staff or Board. To maintain the SOPs, all employees and senior management 

undergo annual training on data security and the handling of government requests. Written 

policies further mandate the reporting of data breaches and require employees to refer sensitive 

matters to authorized teams.

DUE DILIGENCE AND RISK MANAGEMENT
Zoom employs a multi-layered due diligence framework to manage risks associated with product 

development, geographic expansion, and third-party relationships. During product development, 

the company utilizes Privacy Impact Assessments (PIA) for features involving personal data, 

artificial intelligence (AI), or biometrics, supplemented by Trust & Safety Product Reviews that 

evaluate features involving encryption and user-generated content. For geographic expansion, 

Zoom conducts Market Readiness Assessments to evaluate local legal, political, and security risks, 

supported by a global law enforcement compendium. Third-party risk management is handled by 

a dedicated team that screens potential acquisitions and business partners for sanctions, export 

controls, financial viability, and human rights violations.

To mitigate risks during product usage, the Protection and Recovery Team enforces Acceptable 

Use Guidelines, which include protocols for academic freedom and restrictions on employee 

authority regarding user bans. While the company has not conducted formal Human Rights Impact 

Assessments, human rights considerations are integrated into existing PIAs and Market Readiness 

Assessments. In high-risk jurisdictions, Zoom implements operational restrictions to minimize data 
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access and advocates against mandates for data localization to protect user privacy and employee 

safety.

FREEDOM OF EXPRESSION & PRIVACY
Policies regarding freedom of expression and privacy are designed and overseen by the CCO and 

the Senior Managing Counsel for Law Enforcement Response. All government requests must be 

submitted in writing through the Law Enforcement Request System (LERS), where the company 

applies the narrowest possible interpretation to data disclosures. Zoom adheres to strict legal 

standards, complying with warrants in the United States and Mutual Legal Assistance Treaties 

(MLATs) or the CLOUD Act internationally. For example, in multiple jurisdictions, analysts limit 

data provision to users specifically within the requesting jurisdiction unless a formal MLAT or 

CLOUD Act protocol is followed.

Evidence of rigorous oversight is reflected in Zoom’s rejection of legally insufficient requests; 

between July and December 2024, the company rejected 17% of U.S. orders and over 50% of 

non-U.S. orders due to invalidity or lack of responsive data. Furthermore, Zoom enforces strict 

jurisdictional boundaries, such as withholding data from certain, non-democratic authorities 

except in cases involving child safety or immediate physical harm. To further protect user privacy, 

the company utilizes role-based access controls, undergoes bi-annual audits, and does not 

facilitate the interception of meeting content.

TRANSPARENCY & ENGAGEMENT
Zoom maintains public-facing disclosures via its “Privacy at Zoom” page and Safety Center, 

providing documentation on data collection, processing, and retention. Semi-annual transparency 

reports detail requests from government authorities, and a Government Requests Guide is 

incorporated into the Terms of Service and Master Subscription Agreement. The company’s policy 

is to notify users of content removal or data disclosures unless legally prohibited or in limited 

categories of high-risk crimes, and any non-disclosure orders must include a fixed duration.

Externally, the Government Relations Team engages with global authorities to advocate for the 

rule of law and provides comments on international legislation, such as the Kingdom of Saudi 

Arabia’s draft Personal Data Protection Law. Zoom also participates in the Global Network 

Initiative (GNI) to support privacy and freedom of expression. Reporting mechanisms are available 

for users to report security vulnerabilities, violations of Acceptable Use Guidelines or appeal 

account deactivations, while employees have access to confidential reporting channels through 

the Code of Business Conduct and Ethics.
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RECOMMENDATIONS
The assessor noted that Zoom has successfully integrated its “Care” value into a robust 

Compliance and Trust & Safety framework, featuring well-defined escalation processes and 

systematic government request handling. The assessor also commended the company for 

formalizing Market Readiness Assessments and strengthening privacy due diligence. However, 

it was recommended that Zoom establish a senior-directed human rights function and explicitly 

integrate freedom of expression and privacy considerations into escalated content moderation 

reviews and partner due diligence. Additionally, Zoom was advised to conduct formal Human 

Rights Impact Assessments when salient risks are identified and provide Board members with 

specialized training on the GNI Principles.

The GNI Board and Accountability Committee further recommended that Zoom implement 

ongoing human rights due diligence and establish clear criteria for conducting formal impact 

assessments. Finally, they suggested that Zoom expand its internal guidance on responding to 

overreaching government requests originating outside the United States.
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CASE STUDY: 

Development of International Law Enforcement Request 
Guidelines (Verizon)

Verizon initiated a cross-functional effort to further standardize its response to international 

law enforcement requests. This initiative was driven by the need to harmonize previously 

siloed regional processes and was informed by previously developed internal protocols and 

considerations.

As a result of this cross-functional effort, Verizon developed the “International Law Enforcement 

Request Guidelines.” This framework, overseen by various internal functions, mandates that all 

requests be assessed for legal validity and processed to minimize impact on privacy and freedom 

of expression. The guidelines establish rigorous escalation protocols, requiring that requests 

potentially facilitating human rights violations be escalated for human rights legal review. 

Furthermore, the company maintains accountability through transparency reporting on the 

volume of requests received. The implementation involved a coordinated global rollout, including 

localized contact details and mandatory training for frontline staff globally.

This case illustrates the effective operationalization of high-level human rights principles 

into core business processes, creating a unified, cross-functional governance structure that 

proactively identifies, manages, and mitigates human rights risks through standardized policy, 

training, and oversight.

CASE STUDY: 

Brazil Case (Wikimedia)

This case involved the Wikimedia Foundation exploring the establishment of a caching server 

in Brazil in 2023 to enhance service for users across South America. The initiative aimed 

to reduce latency, thereby improving access to free knowledge and supporting freedom of 

expression, particularly for mobile users and marginalized communities. The project was guided 

Selected Company 
Case Studies
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CASE STUDY: 

Online Influence Networks (Meta)

In August 2023, Meta announced that it had taken action against two of the largest known cross-

internet covert influence networks—one from China (known as Spamouflage) and one from 

Russia (known as Doppelganger in the security community)—for violating Meta’s Coordinated 

Inauthentic Behavior policy. The company published detailed threat research on both networks 

in its Q2 2023 Adversarial Threat Report and shared related threat indicators with the broader 

community.

Acting against the China-based network, which the company investigated after reviewing public 

reporting about off-platform activity that targeted a human-rights NGO, Meta took down 

thousands of accounts and Pages that were part of the largest known cross-platform covert 

influence operation in the world. It targeted more than 50 apps, including Facebook, Instagram, X 

(formerly Twitter), YouTube, TikTok, Reddit, Pinterest, Medium, Blogspot, LiveJournal, VKontakte, 

Vimeo, and dozens of smaller platforms and forums. Meta was able to tie this activity together to 

confirm it was part of one operation known in the security community as Spamouflage and link it to 

individuals associated with Chinese law enforcement.

Responding to the Russian network, Meta blocked thousands of malicious website domains as 

well as attempts to run fake accounts and Pages on its platforms. This operation was focused on 

mimicking websites of mainstream news outlets and government entities to post fake articles 

aimed at weakening support for Ukraine. It had now expanded beyond initially targeting France, 

Germany and Ukraine to also include the US and Israel. At the time, it was the largest and the most 

aggressively-persistent Russian-origin operation Meta had acted on since 2017. 

by the Wikimedia Human Rights Policy, the HRDD Framework, and the Human Rights Steering 

Committee, ensuring that human rights considerations are integrated into organizational decision-

making and provide a structured process for escalating findings to senior leadership in line with 

the GNI Principles. In line with these governance requirements, the Foundation conducted a 

comprehensive human rights review in line with the GNI Principles to ensure the project aligned 

with its values and commitments to human rights. To support the operationalization of the 

server, the Foundation implemented several safeguards intended to preserve user privacy and 

to promote physical security of the assets. This case illustrates the effective application of a 

structured governance process to balance technical expansion with the respect for human rights, 

demonstrating how a proactive due diligence framework enables the Foundation to identify 

opportunities for increasing knowledge equity while implementing professional safeguards to 

ensure the continued protection of its global community.

https://transparency.meta.com/reports/integrity-reports-q2-2023/
https://transparency.meta.com/policies/community-standards/inauthentic-behavior/
https://transparency.meta.com/policies/community-standards/inauthentic-behavior/
https://transparency.meta.com/sr/Q2-2023-Adversarial-threat-report/
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This case illustrated how Meta considers human rights factors, including potential impacts on 

freedom of expression, as part of its work to address state-sponsored influence operations, as well 

as how this work is connected to the company’s commitment to protecting human rights defenders 

using its products.

CASE STUDY: 

Controversial Speaker Case (Zoom)

This case involved Zoom blocking meetings featuring a member of an organization designated as 

a foreign terrorist organization by the U.S. government. Zoom’s governance is supported by its 

Acceptable Use Guidelines, a Tiered Review System, and a corresponding Standard Operating 

Procedure. For reports concerning potential terrorism or violence, Zoom utilizes a Tier III review 

process. This involves analysing open-source information and consulting global intelligence teams 

and multistakeholder initiatives, such as the Global Network Initiative, to reach a good-faith 

conclusion.

In the specific case, the company’s response was based on federal anti-terrorism laws and its terms 

of service. Zoom also issued an Academic Freedom Statement to refine the enforcement of its 

guidelines within higher education. Developed in consultation with American universities and the 

American Association of University Professors, Zoom consults academic institutions before taking 

action, unless there is an immediate safety threat or significant legal risk.

The case illustrates the application of a structured review process to balance legal compliance with 

the promotion of academic freedom, integrating collaboration with external experts and internal 

tiered reviews to ensure a consistent and documented approach to content moderation.

CASE STUDY: 

Law Enforcement Request for Customer 
Records (Verizon)

This case involved Verizon’s response to a search warrant issued by a court in Mercer County, 

Illinois, seeking subscriber information, call detail records, text content, and location records.

Verizon’s compliance with such requests is governed by its internal Court Order and Warrant 

Guidelines, which mandate a rigorous review of all law enforcement demands to ensure legal 

validity, specifically requiring that warrants for customer content records or cell site location 

information must explicitly state a finding of probable cause.
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CASE STUDY: 

National Identification Registration (Anonymous)

This case involved a telecommunications company operating in a country where the government 

mandated that all mobile subscriptions be linked to a national identification number to enhance 

national security. The company’s actions were guided by its Digital Rights Policy and Group Digital 

Human Rights Policy, which emphasize respecting subscribers’ privacy and freedom of expression 

while ensuring that regulatory directives are legally valid and clearly communicated.

The company responded by verifying the legal validity of the government directive and engaging 

with authorities to secure multiple deadline extensions. To minimize service disruptions, the 

company implemented a comprehensive communication strategy using television, radio, SMS, 

and direct staff engagement to notify affected users. From a technical perspective, the company 

ensured that disconnections were reversible by providing remote self-service verification tools 

via unstructured supplementary service data (USSD) and web portals. Following a court injunction 

that barred the deactivation of unlinked lines, the company suspended the barring process and 

initiated an appeal to resolve the matter.

This case illustrates the application of the GNI Principles where local regulatory requirements 

conflict with the respect of human rights. It highlights the company’s efforts to balance legal 

compliance and license maintenance with the objective of minimizing impacts on users through 

proactive communication and technical planning for service restoration.

Verizon’s analysts and legal team determined that the warrant was deficient, as it lacked a judicial 

finding of probable cause. Upon identifying the deficiency, the company notified law enforcement 

that valid legal process was required. Law enforcement did not modify the warrant, and Verizon 

received notice that it was in violation of a court order. Verizon subsequently appeared in court to 

defend its conduct, noting that the warrant did not include a finding of probable cause. The dispute 

resulted in a judicial directive to modify local warrant templates to ensure that probable cause 

determinations would be clearly stated going forward. Verizon eventually complied only after 

receiving a revised warrant that explicitly stated probable cause.

This case illustrates Verizon’s active enforcement of domestic legal standards and its commitment 

to challenging government requests that lack a proper legal basis.
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CASE STUDY: 

DSA Case (Google)

This case involved the analysis of the overlap between Google’s compliance with the European 

Union’s Digital Services Act (DSA) and its implementation of the GNI Principles. Google uses its 

established global human rights-based approach and the GNI Principles as guiding frameworks. 

Its internal governance incorporates a multi-tiered escalation process involving the Trust & 

Compliance Steering Committee and the Google Ireland Limited board to ensure senior leadership 

oversight of risk assessments. Google leveraged existing risk assessment processes when it built 

its DSA systemic risk assessment program. This included classifying systemic risks and calculating 

inherent and residual risk scores using established methodologies in the fields of fundamental 

rights and systemic risk assessment. To enhance transparency, Google maintains an online 

Transparency Center where users can access product policies and reports on removal requests. 

The company also extended its established grievance mechanisms and lawful request review 

processes to a broader array of products and services.

 

The case illustrates the synergy between voluntary human rights commitments and regulatory 

compliance, demonstrating how leveraging existing frameworks such as the GNI principles, 

can facilitate the efficient implementation of new legal obligations. Additionally, it shows that 

regulatory requirements can encourage the expansion of robust governance and transparency 

standards across a wider range of company services.

CASE STUDY: 

Saudi Arabia Case (Anonymous)

This case involved a company’s launch of a new product offering in Saudi Arabia, where there were 

concerns about potential misuse of user data. To manage operational risks, the company utilized its 

internal processes and escalation structures, which evaluate factors such as human rights, the rule 

of law, and government surveillance. The company also engaged external human rights consultants 

to conduct a formalized Human Rights Impact Assessment (HRIA) and aligned its approach with 

GNI Principles. The company implemented several mitigation strategies, including default data 

encryption and contractual limits on specific activities. The company also incorporated input from 

non-governmental organizations to inform its risk considerations.

The case illustrates a structured approach to due diligence when expanding services into new 

regions with challenging human rights records, integrating technical protections, legal safeguards, 

internal review committees and stakeholder consultation to respect privacy and freedom of 

expression.
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CASE STUDY: 

Child Rights Impact Assessment Case (Wikimedia)

This case involved the Wikimedia Foundation’s first ever child rights impact assessment (CRIA), 

completed in 2023 to better protect youth participating in its platforms. The CRIA was guided by 

the Wikimedia Human Rights Policy, which is informed by international instruments such as the 

UN Convention on the Rights of the Child. The Foundation’s work to carry out this form of human 

rights due diligence led to specific policy and structural improvements. Key actions included 

finalizing a new Combating Online Child Exploitation Policy, providing recommendations for 

children to protect themselves, formalizing child rights criteria in grant application reviews, and 

enhancing the governance and structure of the Human Rights Steering Committee. Furthermore, 

the CRIA provided critical lessons, leading the Foundation to define and approve a formal four-

phase HRDD Framework to guide future risk identification and response. The Foundation also 

focused on engaging its volunteer communities through town halls and workshops to ensure 

substantive changes had their buy-in and collaboration. This case illustrates the Foundation’s 

CASE STUDY: 

Law Enforcement Request for Customer 
Records (Verizon)

The case involved Verizon receiving a search warrant issued by a court in Fresno County, 

California, requesting records related to a named individual, telephone number, and email address. 

The records requested included, among other things, call detail records, SMS content, and location 

records.  

Verizon’s compliance with such requests is governed by its internal Court Order and Warrant 

Guidelines, which mandate verification of the legal validity of any demand and the minimization of 

data disclosure through the careful review and interpretation of all law enforcement demands.

The warrant contained mismatched identifiers, as Verizon’s records showed that the named 

individual was not associated with the provided telephone number. Upon detecting the 

discrepancy, a company employee escalated the warrant for legal review. Verizon’s law 

enforcement legal team contacted the requesting agency, leading to the submission of a modified 

warrant that dissociated the identifiers. Verizon subsequently fulfilled the request based on the 

corrected documentation.

This case illustrates Verizon’s efforts to ensure government demands are specific and transparent. 

Furthermore, it demonstrates the effective application of internal procedures to minimize the 

disclosure of customer data through the careful review of government demands.
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commitment to responsible decision-making by addressing child rights, mitigating privacy risks, 

and demonstrates how a community-governed organization can effectively integrate human rights 

due diligence into its operational model to safeguard its global community of volunteers and users. 

CASE STUDY: 

Challenging Subpoena/Law Enforcement 
Request (Zoom)

This case involved a  law enforcement legal request to Zoom in 2024, which sought detailed 

meeting transcripts and information regarding several participants over an extended period.

To manage this request, Zoom relied on its governance frameworks, including the Law 

Enforcement Response Guide, the Government Requests Guide, and an internal whitepaper titled 

“Defending User Data from Government Overreach.” These policies ensure that law enforcement 

demands align with  relevant law and the GNI Principles.

Zoom responded by rejecting the initial subpoena because the request exceeded the permissible 

scope  of subpoena, and informed the requestor that a court order was necessary. Subsequent 

attempts by the authorities to obtain the data via a court order were also rejected because the 

requests were not served to the correct legal entity or were not specifically directed at Zoom. As a 

result, the requesting authority did not renew the request.

This case illustrates Zoom’s application of its law enforcement response guidance to ensure that 

government demands conform to established legal processes and the GNI Principles, requiring 

requesting authorities to provide precise documentation and follow legal protocols to protect user 

privacy.

CASE STUDY: 

EU DSA Compliance Case (Wikimedia)

This case involved the Wikimedia Foundation’s compliance with the EU Digital Services Act (DSA). 

Governance frameworks guiding this work include the Foundation’s Terms of Use, Privacy Policy, 

Office Action Policy, Wikimedia Human Rights Policy, and the HRDD Framework, alongside 

specialized guidelines for applicable law determination and requests for user information. The 

Wikimedia Foundation’s approach to compliance with the DSA involved integrating a growing 

body of globally scoped human rights due diligence into its systemic risk assessment (Article 34) 

while reinforcing its established processes for handling government requests (Articles 9 and 10). 

For content removal or data requests from EU Member States, the Foundation ensures compliance 

with DSA requirements while balancing its commitments to users’ freedom of expression 
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CASE STUDY: 

User Data Request from Azerbaijan (Anonymous)

In 2023, a GNI member company received a request from Azerbaijani law enforcement to disclose 

user data related to accounts that they alleged were linked to terrorist activity.

In line with the GNI Principles and the company’s established policies and practices, following 

an initial review of the request, the company sought additional context from law enforcement 

and conducted open source research. After assessing all available information, the company 

determined that the request was not supported by indicators visible to the company, was overly 

broad, and was not consistent with international standards. Accordingly, the company declined 

to produce any data and instead informed Azerbaijani law enforcement that it would need to 

utilize formal mutual legal assistance channels with the company’s home jurisdiction if it wished to 

pursue the request further.

This case illustrates an example of a GNI member company implementing its policies for 

responding to law enforcement requests for user data consistent with the GNI Principles, 

including pushing back on requests that are overly broad or inconsistent with international human 

rights standards.

and right to privacy. The Foundation’s 2024 DSA systemic risk assessment was grounded in 

preexisting human rights due diligence initiatives, primarily the 2020 HRIA and the 2024 CRIA, 

which evaluated human rights risks at the global level. This comprehensive global risk registry 

was filtered using DSA-specific criteria that identified EU-specific systemic risks such as those 

emanating from harmful and illegal content. The case illustrates the practical implementation of 

regional digital rights laws and the integration of human rights due diligence into a community-

governed organization.

CASE STUDY: 

Entering a New Jurisdiction (Zoom)

This case involved Zoom entering an agreement in 2023 with a government-owned conglomerate 

to provide unified communications and collaboration services. To facilitate this, the company 

engaged in extensive discussions with the foreign government to evaluate relevant regulatory 

considerations and risk mitigation options. The company utilized several governance frameworks 

to guide this process, including its Acceptable Use Guidelines, the Government Requests Guide, 

the Privacy Statement, and the Code of Business Conduct and Ethics.
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CASE STUDY: 

Protecting User Privacy in a Democracy (Wikimedia)

This case involved a request from a lawmaker in a democratic country for internal communications 

and user data to investigate interactions between the Wikimedia Foundation and various entities. 

The Foundation’s approach was guided by its Terms of Use, Privacy Policy, and Access to Non-public 

Personal Data Policy. These frameworks define the Foundation’s relationship with users, the limits 

of data collection, and the restricted circumstances under which non-public information may be 

disclosed. The Foundation responded by evaluating the legal basis of the request and responding 

narrowly to the request. Furthermore, the Foundation clarified that its privacy policy prevents it 

from collecting data that identifies a user’s citizenship. It also emphasized that, per its Terms of Use, 

it does not take an editorial role in moderating content on Wikipedia, which differentiates its model 

from commercial social media platforms. This case illustrates how the Foundation’s commitment to 

data minimization and editorial independence of volunteer contributors helps uphold user privacy 

and freedom of expression in the face of overreaching government inquiries.

CASE STUDY: 

Request Related to AI-Generated Responses 
(Anonymous)

A GNI member company received an informal request from a state in Asia to correct allegedly 

outdated and incorrect information about how to report scams to local authorities that was being 

provided by the company’s AI assistant.

In response, Zoom’s global intelligence team conducted a risk assessment covering government 

intentions, reputational risks, and physical security. During discussions with the  foreign 

government, Zoom highlighted its commitments to user privacy, security, and freedom of 

expression, and its policy to challenge overbroad or unlawful requests. Zoom coordinated with 

the relevant agency of the foreign government regarding data security and ensured the Board 

and senior leadership were regularly updated. Additionally, Zoom incorporated contractual 

requirements to comply with GDPR privacy by design and data minimization principles, provided 

end-to-end encryption where feasible, and certified that no backdoors were created. The company 

further insisted that any government requests for information follow the protocols established in 

its Government Requests Guide.

This case illustrates Zoom’s due diligence processes when entering new jurisdictions, ensuring 

that its commercial expansions are consistent with the GNI Principles and Zoom’s core values and 

principles regarding privacy, freedom of expression, and responsible decision-making. 
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As the request was novel—both in its nexus to AI-generated information and informal nature—

the company convened a cross-functional team across its policy, legal, product, and human rights 

functions to review it and respond. The company ultimately determined that the request did not 

constitute a legal demand; instead, the company treated the request as product feedback related 

to and deemed it consistent with the GNI Principles and broader human rights commitments to 

correct the information provided. Accordingly, the company implemented a customized response 

to similar requests, providing updated and accurate information on how to report scams to local 

authorities.

This case illustrated how a GNI member company applied the GNI Principles to a novel product 

and new type of informal government request related to expression.

CASE STUDY: 

Israel/Palestine Conflict (Meta)

This case examined Meta’s approach to applying the GNI Principles and managing potential human 

rights impacts—including tensions between freedom of expression and other rights—during the 

renewed Israel-Palestine conflict that broke out following the 7 October 2023 terrorist attacks 

against Israel.

The case discussed the role of Meta’s Corporate Human Rights Policy (CHRP), Community 

Standards, Crisis Policy Protocol (CPP), process for responding to government content takedown 

requests, and other relevant policies, as well as the company’s Integrity Product Operations 

Center model (IPOC), in responding to potential conflict-related human rights risks. It also noted 

how Meta used findings from its 2022 human rights due diligence on Israel and Palestine to 

inform its approach, as well as how the company published updates on this due diligence in 2023 

and 2024 and communicated with stakeholders on its conflict response, consistent with the GNI 

Principles related to governance, accountability, and transparency.

Meta’s specific efforts to address potential freedom of expression impacts in the context of Israel 

and Palestine were also considered. These included changes to its Dangerous Organizations 

and Individuals policy to more narrowly remove “glorification” rather than simple “praise” 

of designated entities; efforts to carefully monitor the impact of its moderation actions for 

overenforcement; and to employ proportionate moderation measures, such as allowing certain 

types of potentially sensitive or offensive content to remain available while making it ineligible to 

be recommended proactively to users.

https://humanrights.fb.com/policy/
https://transparency.meta.com/policies/community-standards/
https://transparency.meta.com/policies/community-standards/
https://transparency.meta.com/policies/improving/crisis-policy-protocol/
https://transparency.meta.com/reports/content-restrictions/content-violating-local-law/
https://transparency.meta.com/reports/content-restrictions/content-violating-local-law/
https://transparency.meta.com/enforcement/detecting-violations/how-we-assess-global-risks/
https://transparency.meta.com/enforcement/detecting-violations/how-we-assess-global-risks/
https://humanrights.fb.com/blog/due-diligence-on-israel-and-palestine/
https://humanrights.fb.com/wp-content/uploads/2023/09/September-2023-Israel-and-Palestine-HRDD-Meta-Update.pdf
https://humanrights.fb.com/wp-content/uploads/2024/09/Israel-Palestine-HRDD-Implementation-update-2024.pdf
https://about.fb.com/news/2023/10/metas-efforts-regarding-israel-hamas-war/
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CASE STUDY: 

South Asia Case (Anonymous)

The implementation of restrictive content legislation in a country in South Asia prompted 

discussions regarding the preservation of freedom of expression and the accessibility of online 

information.

In response, the company engaged internal and external stakeholders to support a rights-

protective approach. The company proposed a voluntary industry code of practice and 

collaborated with a trade association to encourage a stakeholder consultation process. 

Additionally, leaders from the company met with government officials to discuss the alignment 

of legislative frameworks with foreign investment goals. To ensure due process, the company 

CASE STUDY: 

Protecting Free Knowledge in Authoritarian 
and Conflict-Affected Contexts (Wikimedia)

This case involved requests from an authoritarian government for the Wikimedia Foundation 

to alter or remove content on Wikipedia concerning the matter of a recent military conflict. The 

Foundation managed these requests through several governance frameworks, including its Terms 

of Use, which clarify its noneditorial role in content moderation, and the Office Action Policy. It 

also applied the Applicable Law Determination policy to evaluate whether to comply with foreign 

legal orders based on risk, legal challengeability, and international human rights standards. The 

Foundation responded by maintaining the existing content, as it adhered to reliable sources and 

community standards. Despite the imposition of penalties, the Foundation appealed the court 

orders to defend the human rights of its contributors and the public’s right to access knowledge. 

The Foundation also uses standard HTTPS encryption to ensure content remains available 

even when individual pages are targeted for blocking by government authorities. The case 

demonstrates the Foundation’s commitment to upholding freedom of expression when navigating 

complex international legal demands in authoritarian and conflict-affected contexts.

The case also examined the impact of the conflict on government requests received from 

other jurisdictions. As an illustrative example, a request from the German quasi-governmental 

organization Jugendschutz to restrict access to a Facebook group using the banned slogan “From 

the river to the sea, Palestine will be free” was reviewed. Meta determined that the slogan did not 

violate its policies—in line with its prior human rights due diligence and as later explained in an 

Oversight Board case—but that it was obliged to restrict access to the reported group in Germany 

on the basis of local law.

https://www.oversightboard.com/decision/bun-86tj0rk5/
https://www.oversightboard.com/decision/bun-86tj0rk5/
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provides education to law enforcement on the requirements for legal removal requests and 

maintains a high bar for the removal of political speech.

The case illustrates the application of freedom of expression and privacy principles through 

industry collaboration, multistakeholder engagement and government advocacy to promote and 

maintain human rights standards.

CASE STUDY: 

Acceptable Use Guidelines Case (Zoom)

Zoom updated its  Acceptable Use Guidelines (AUG) in March 2023 to enhance transparency and 

clarity regarding data ownership and licenses. The update was informed by its Privacy Statement, 

and its AI Companion Security and Privacy Whitepaper, which align with principles of privacy, 

governance, accountability, and transparency.

Zoom updated its  AUG again on August 10, 2023 to clarify the use of Zoom data for AI training - 

this revision explicitly stated that customer content, such as audio, video, and chat, is not used to 

train Zoom or third-party artificial intelligence models. This communication was reinforced by 

a public blog post from the Chief Product Officer. Internally, Zoom improved its organizational 

processes to increase the visibility of policy updates across teams and ensured that senior 

management provides sign-off on such changes.

The case illustrates the importance of transparent and frequent communication, as well as 

establishing rigorous internal review procedures to ensure that public disclosures accurately

reflect Zoom’s operational practices.

CASE STUDY: 

Exit from a High-Risk Market (Anonymous)

This case involved a telecommunications provider’s strategic exit from a high-risk market to align 

with its long-term corporate strategy. To ensure a responsible transition, the company leveraged 

its Human Rights Policy and a dedicated implementation playbook, alongside its Enterprise Risk 

Management (ERM) framework. These governance structures were designed to align the exit 

process with international human rights principles and mitigate risks associated with freedom of 

expression and privacy.
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The company responded by conducting a Human Rights Impact Assessment (HRIA) to identify 

and prioritize potential risks to users and personnel. This assessment served as a critical tool for 

developing mitigation strategies and enhancing staff capacity for stakeholder dialogue. During the 

acquisition process, the company shared its human rights policies and the HRIA with the acquiring 

entity, offering a six-month post-sale support period to facilitate the transfer of best practices and 

ensure continuity in human rights management.

This case illustrates the company’s commitment to integrating human rights due diligence into its 

M&A lifecycle, particularly when operating in complex environments.
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