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M U H TA S A R I 
M K U U

M WA N Z O  W E T U
Kanuni za utawala mzuri na haki za binadamu zinafanya serikali kuelewa na kuangazia 
madhara ya umma na kibinafsi ndani ya maeneo yao ya mamlaka. Kwa sababu 
watengenezaji sera na wadhibiti kote ulimwenguni wanaendelea kuwa na wasiwasi 
kuhusu aina mbalimbali za maudhui na tabia mtandaoni, si jambo la kushangaza 
kwamba wengi wanazingatia jinsi aina tofauti za hatua zinazochukuliwa na mataifa 
zinaweza kusaidia au kudhuru juhudi za kuangazia wasiwasi hizo. 

Global Network Initiative (GNI) ya washikadau wengi ilihakiki zaidi ya1 miradi kumi 
na miwili ya kiserikali ya hivi majuzi ambayo inadai kuangazia aina mbalimbali za 
madhara ya mtandaoni yanayohusiana na maudhui yanayotokana na watumiaji — 
jambo tunalorejelea kwa upana kama “udhibiti wa maudhui” Tuliangazia mapendekezo 
ambayo yangeweza kuondoa wajibu na marupurupu yaliyopo yanayohusiana na 
maudhui yanayotokana na watumiaji. Uchambuzi wetu unaonyesha njia ambazo 
utawala mzuri na kanuni za haki za binadamu zinatoa mwongozo wa kudumu wa 
jinsi sheria, kanuni, na hatua za sera zinavyoweza kubuniwa na kutekelezwa kwa njia 

1.	 Muhtasari huu unajumuisha uchambuzi wa miradi mingi ya udhibiti wa maudhui lakini sio yote ambayo wanachama 
wa GNI wametambua kuwa muhimu kufikia wakati muhtasari ulipochapwa kati kati ya mwezi Septemba 2020.
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Although there are important differences between the various content regulation 
efforts examined in this brief, many share certain key characteristics. By 

and communications technology (ICT) ecosystem, introducing a degree of legal 
uncertainty, which can shift user understanding and expectations, disrupt 

sizes and business models. While this is not, in and of itself, a reason to refrain from 

the social and economic impacts of such disruption. 

Many content regulation efforts also require or otherwise strongly incentivize 
to proactively 

identify illegal or otherwise inappropriate content or conduct, notwithstanding the 
fact that such systems, in their current state, may result in over-removal and increase 
the risk of self-censorship.2 Beyond this, a number of the initiatives reviewed would 
force intermediaries to rapidly adjudicate the legality or permissibility of third-
party content on their services, creating unintended consequences and complicated 
implications for the rule of law, democratic process, accountability, and redress. 

In addition, some of these initiatives implicitly or explicitly require tracing and/
. Lawmakers have 

been particularly challenged in their efforts to regulate private messaging services, 
many of which feature strong end-to-end encryption, which protects user content and 
security but can make content moderation by intermediaries challenging.

Finally, a number of these efforts apply more broadly than necessary. Some 
seek not only to address illegal expression more effectively, but also to regulate 
legal but harmful content. Others, whether explicitly or due to unclear or vague 
language, apply to companies of varying sizes across various layers of the ICT sector, 
unnecessarily creating the potential for liability among companies that are not well 
positioned to effectively or proportionately address content. And yet others assert 
the authority to regulate content extraterritorially, and even globally, heedless of the 
implications for users’ rights in other jurisdictions and international comity.

3

In order to identify effective and proportionate approaches to content regulation, 
public authorities need to recognize that the ICT sector is perpetually evolving. 
Services that facilitate sharing of user-generated content differ in important ways, and 

2. See, Natasha Duarte and Emma Llansó, “Mixed Message? The Limits of Automated Social Media Content Analysis,” No-
vember, 28, 2017, https://cdt.org/insights/mixed-messages-the-limits-of-automated-social-media-content-analysis/. 
3. Note: A complete set of recommendations can be found in Appendix A at the end of this paper.

mwafaka na fanisi zaidi. Kwa sababu udhibiti wa maudhui kimsingi unaangazia na 
kuathiri mawasiliano na maudhui ya kidijitali, tunatumia kanuni za kimataifa za haki za 
binadamu zinazohusiana na uhuru wa kujieleza na faragha kama lengo letu msingi.

Kanuni hizi za haki za binadamu zilizoidhinishiwa kihistoria zinaweza kuwasaidia 
watengenezaji sheria kupata njia bunifu na mwafaka za kuwahusisha washikadau, 
kubuni kanuni zinazofaa malengo, na kudhibiti madhara ambayo hayakukusudiwa. 
Serikali zinazoweka haki za binadamu katika upaumbele wa maamuzi na mipango 
yao kwa njia amilifu wana uwezekano mdogo sana wa kukiuka jitihada zao, na pia 
zinaweza kufanikisha matokeo zaidi ya ufanisi, kusawazisha majukumu ya umma na 
kibinafsi, kubuni marupurupu mwafaka, kuimarisha uaminifu, na kukuza ubunifu. 

T U L I C H O G U N D U A
Ingawa kuna tofauti muhimu kati ya juhudi mbalimbali za udhibiti wa maudhui 
zilizochunguzwa katika muhtasari huu, nyingi yazo zinashiriki tabia fulani muhimu. 
Kwa ufafanuzi, miradi hiyo inaathiri usawa wa wajibu katika mfumo ikolojia wa 
teknolojia ya maelezo na mawasiliano (ICT), na kuleta kiwango fulani cha kutokuwa 
na uhakika wa kisheria, jambo ambalo linaweza kubadilisha uelewa na matarajio ya 
watumiaji, kuathiri mifumo ya thamani ya maelezo, na kuhatarisha kudhuru sekta ya 
kampuni za ICT za ukubwa wowote na mifumo yote ya kibiashara. Ingawa hili, kibinafsi, 
si sababu ya kuepuka udhibiti, serikali chache zimeonyesha juhudi tosha za kuelewa 
kikamilifu athari za kijamii na kiuchumi za madhara hayo. 

Juhudi nyingi za udhibiti wa maudhui pia zinahitaji au vinginevyo zinahamasisha 
pakubwa kutumia vipatanishi ili kutegemea zaidi mifumo ya kuchuja kiotomatiki 
ili kwa njia amilifu kutambua maudhui au tabia haramu au zisizofaa, bila kujali 
kwamba mifumo hiyo, kwa hali ya sasa, huenda ikapelekea uondoaji kupita kiasi na 
kuongeza hatari ya kujifungia mwenyewe.2 Zaidi ya hili, miradi kadhaa iliyohakikiwa 
ingelazimisha vipatanisho ili kuamua kwa haraka uhalali au ukubalikaji wa 
maudhui ya mhusika mwingine kwenye huduma zake, na kupelekea madhara 
ambayo hayakukusudiwa na athari gumu za uamuzi wa sheria, mchakato wa 
kidemokrasia, uwajibikaji, na utatuaji matatizo. 

Aidha, baadhi ya miradi hii moja kwa moja au vinginevyo inahitaji kufuatilia na/
au kubaini usahihi wa maudhui, na kuibua wasiwasi muhimu za faragha. 
Watengenezaji haswa wamepewa changamoto katika juhudi zao za kudhibiti huduma 
za ujumbe wa kibinafsi, nyingi yazo zina usimbaji wa pande zote mbili, ambao unalinda 
maudhui na usalama wa watumiaji lakini unaweza kufanya udhibiti wa maudhui wa 
vipatanishi kuwa mgumu.

Hatimaye, juhudi hizi kadhaa zinatumika kwa upana zaidi kuliko inavyohitajika. 
Kadhaa zinaangazia kujieleza ambako ni haramu kwa ufanisi zaidi, na pia kudhibiti 
maudhui ambayo si haramu lakini ni haribifu. Zingine, ambapo moja kwa moja au kwa 

2.	 Tazama, Natasha Duarte na Emma Llansó, “Mixed Message? The Limits of Automated Social Media Content Analysis,” 
Novemba, 28, 2017, https://cdt.org/insights/mixed-messages-the-limits-of-automated-social-media-content-analysis/. 

https://cdt.org/staff/emma-llanso/
https://cdt.org/insights/mixed-messages-the-limits-of-automated-social-media-content-analysis/
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ajili ya lugha isiyo wazi kueleweka, zinatumika kwa kampuni za ukubwa unaotofautiana 
kwenye ngazi mbalimbali za sekta ya ICT, na kuleta uwezekano wa dhima ambayo 
haihitajiki miongoni mwa kampuni ambazo hazina uwezo mzuri wa kushughulikia 
maudhui kwa njia fanisi na mwafaka. Ilhali zingine zinaweka mamlaka ya kudhibiti 
maudhui hata nje ya maeneo yao, na hata kimataifa, bila kujali athari kwenye haki za 
watumiaji katika maeneo hayo mengine ya mamlaka na ushirikiano wa kimataifa.

T U N A C H O P E N D E K E Z A 3

Ili kutambua mikabala fanisi na inayotosha ya udhibiti wa maudhui, mamlaka za 
umma zinahitaji kutambua kwamba sekta ya ICT inabadilika daima. Huduma 
zinazowezesha kushiriki maudhui yanayotokana na watumiaji zinatofautiana kwa njia 
muhimu, na sekta ya ICT ina mfumo ikolojia wa vipengele vinavyohusiana ambavyo 
vinategemewa na sekta, miradi, na fursa nyingi. Mchanganyiko huu wote unashauri 
uzingatiaji kwa uangalifu wa hatua zinazochukuliwa na mataifa ambazo ni mwafaka 
zaidi na kubinafsishwa ili kuangazia changamoto maalum. Watengenezaji sheria ni 
lazima wawe wazi kuhusu vipaumbele vinavyochangia juhudi zao na kuwa tayari 
kuzingatia mikabala tofauti ya kufanikisha juhudi hizo. 

Bahati nzuri, wahusika wengi wanakubaliana na hitaji la kuangazia wasiwasi nzuri za 
sera za umma kuhusiana na maudhui na tabia haribifu mtandaoni huku wakiheshimu 
haki za binadamu. Kampuni nyingi za ICT zimekuja kutambua thamani ya sheria na 
majukumu yaliyobainishwa wazi na hadharani, huku wahusika wa jamii za umma 
wakiendelea kutoa ushauri mzuri na wa kiutabiri yaliyo na msingi kwenye uzoefu 
wa matukio halisi kuhusu jamii zilizo hatarini na zilizotengwa zaidi. Michakato ya 
maamuzi ya kisheria basi inapaswa kuwa wazi na isiyo ya kushauri, iliyo na msingi 
kwenye ustadi mpana ili kuhakikisha matokeo yamefikiwa vizuri na yanategemea 
ushahidi. Mashirika ya kiudhibiti ambayo hayajachaguliwa kupitia kura pia yanapaswa 
kuweka kipaumbele uwazi na ushauriano na wahusika tofauti. 

Aidha, ingawa serikali zinaweza na zinapaswa kujifunza kutokana na serikali nyingine, 
wanapaswa pia kutambua kwamba hakuna suluhu zinazokuja zikiwa kamilifu ili 
kusuluhisha changamoto gumu za kiudhibiti. Serikali zinahitaji kuchukua muda 
kuelewa na kuzingatia hatua ambazo zinaambatana na majukumu ya kimataifa ya 
haki za binadamu na ambayo ni mwafaka na yanayotosha kwa ajili ya maeneo yao ya 
mamlaka. 

Ingawa ni wazi kwamba kampuni za ICT zina wajibu na majukumu muhimu yakutimiza 
katika kuangazia madhara ya mtandaoni, watengenezaji sheria wanapaswa kukataa 
jaribio la kupatiana wajibu wote wa kisheria kwa vipatanishi kutoka kwa wale 
wanaotengeneza maudhui haramu. Hili litaathiri vibaya vipaumbele vya kampuni, 
kuhamasisha ufuatiliaji mbaya na uondoaji kupita kiasi wa maudhui, na pia haiangazii 
vya kutosha sababu msingi za maudhui na tabia haribifu. 

3.	 Kumbuka: Mapendekezo yote kamili yanapatikana katika Ambatisho A mwishoni mwa hati hii.
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Sheria na kanuni zinazotawala sekta ya ICT pia zinapaswa kuangaziwa na 
kuchambuliwa vizuri. Watengenezaji sheria wanapaswa kuangazia kwa uangalifu 
jinsi ambavyo sheria na kanuni zitakavyoathiri kampuni zilizo na mifumo tofauti ya 
kibiashara, na kujaribu kuleta huduma tofauti za kidijitali na kuepuka kuweka 
vizuizi vya kujiunga.

Kwa sababu hizi zote, uamuzi unapofanywa wa kudhibiti, serikali zinapaswa 
kuleta hatua imara ambazo ni wazi, za kusuluhisha, na za uwajibikaji katika 
juhudi zao. Hatua hizo zinaruhusu watengenezaji sera na washikadau wengine 
husika kuelewa kama udhibiti wa maudhui unafanya kazi ilivyokusudiwa, pamoja na 
kutathmini shughuli na ufanisi wa mashirika ya udhibiti ambayo hayajachaguliwa 
kupitia kura. Ambapo uzoefu unaonyesha kwamba udhibiti wa maudhui haufanyi kazi 
ilivyokusudiwa, serikali ni lazima zitambue na kusuluhisha kwa haraka matatizo yoyote 
yanayoibuka. 

Although there are important differences between the various content regulation 
efforts examined in this brief, many share certain key characteristics. By 

and communications technology (ICT) ecosystem, introducing a degree of legal 
uncertainty, which can shift user understanding and expectations, disrupt 

sizes and business models. While this is not, in and of itself, a reason to refrain from 

the social and economic impacts of such disruption. 

Many content regulation efforts also require or otherwise strongly incentivize 
to proactively 

identify illegal or otherwise inappropriate content or conduct, notwithstanding the 
fact that such systems, in their current state, may result in over-removal and increase 
the risk of self-censorship.2 Beyond this, a number of the initiatives reviewed would 
force intermediaries to rapidly adjudicate the legality or permissibility of third-
party content on their services, creating unintended consequences and complicated 
implications for the rule of law, democratic process, accountability, and redress. 

In addition, some of these initiatives implicitly or explicitly require tracing and/
. Lawmakers have 

been particularly challenged in their efforts to regulate private messaging services, 
many of which feature strong end-to-end encryption, which protects user content and 
security but can make content moderation by intermediaries challenging.

Finally, a number of these efforts apply more broadly than necessary. Some 
seek not only to address illegal expression more effectively, but also to regulate 
legal but harmful content. Others, whether explicitly or due to unclear or vague 
language, apply to companies of varying sizes across various layers of the ICT sector, 
unnecessarily creating the potential for liability among companies that are not well 
positioned to effectively or proportionately address content. And yet others assert 
the authority to regulate content extraterritorially, and even globally, heedless of the 
implications for users’ rights in other jurisdictions and international comity.

3

In order to identify effective and proportionate approaches to content regulation, 
public authorities need to recognize that the ICT sector is perpetually evolving. 
Services that facilitate sharing of user-generated content differ in important ways, and 

2. See, Natasha Duarte and Emma Llansó, “Mixed Message? The Limits of Automated Social Media Content Analysis,” No-
vember, 28, 2017, https://cdt.org/insights/mixed-messages-the-limits-of-automated-social-media-content-analysis/. 
3. Note: A complete set of recommendations can be found in Appendix A at the end of this paper.



5

C O N T E N T  R E G U L AT I O N  A N D  H U M A N  R I G H T S

8

treaty — and many of its progeny were developed before the advent of mobile 
telephony and the Internet, their respective provisions on freedom of expression 
all share language emphasizing that this right must apply “through any media” 

that, under the International Covenant on Civil and Political Rights (ICCPR), “[a]ny 
restrictions on the operation of websites, blogs or any other internet-based, electronic 
or other such information dissemination system, including systems to support such 
communication, such as internet service providers or search engines, are only 
permissible to the extent that they are compatible with [Article 19] paragraph 3.”8 
More recently, the UN Guiding Principles on Business and Human Rights (“UNGPs”) 
stipulate that, “[i]n meeting their duty to protect [human rights], states should . . . 
[e]nsure that . . . laws and policies governing the creation and ongoing operation 
of business enterprises . . . do not constrain but enable business respect for human 
rights.”9 In addition, some states have articulated additional commitments regarding 
the ways in which they will protect digital rights.10

Article 19(3) of the ICCPR sets out a framework describing the limited circumstances 
in which states may legitimately restrict freedom of expression. This framework 
is replicated, with some distinctions, across a variety of international and regional 
treaties. The framework consists of three interrelated principles: legality, legitimacy, 
and necessity. 

L
The principle of legality establishes two requirements for the regulation of 
expression. First, it requires that restrictions on freedom of expression must 

8. Human Rights Committee, General Comment No 34, CCPR/C/GC/34, 12 September 2011, para  43 (hereinafter General 
Comment 34); see also, Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Ex-
pression, Rep. of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expres-
sion, Frank La Rue, Human Rights Council, U.N. Doc. A/HRC/14/23 (Apr. 20, 2010); U.N. Special Rapporteur on Freedom of 
Opinion and Expression, OSCE Representative on Freedom of the Media, OAS Special Rapporteur on Freedom of Expres-
sion & ACHPR Special Rapporteur on Freedom of Expression and Access to Information, International Mechanisms for 
Promoting Freedom of Expression, Joint Declaration on Freedom of Expression and the Internet (June 1, 2011), available at 
http://www.osce.org/fom/78309.
9. UN Guiding Principles on Business and Human Rights (hereinafter UNGPs), available at: https://www.ohchr.org/docu-
ments/publications/GuidingprinciplesBusinesshr_eN.pdf. 
10. For example, the 32 countries that are members of the Freedom Online Coalition have articulated a wide range of com-
mitments. See, https://freedomonlinecoalition.com/. 

M A P E N D E K E Z O

H A L I  YA  K I S H E R I A
	• Utengenezaji sheria unapaswa kufanywa kwa njia wazi, katika njia ya ushirikiano 

ambayo inaruhusu maoni tofauti na ya wataalamu, kulingana na uchambuzi wa 
matukio halisia, na kuambatana na tathmini za athari.

	• Kwa kiwango ambacho mamlaka muhimu ya kutengeneza sheria imepewa mashirika 
huru, weka mbinu amilifu za kufuatilia na uwajibikaji ili kuhakikisha kwamba 
mashirika hayo yanatenda ili kutimiza nia za umma na kulingana na majukumu ya 
kimataifa.

	• Hakikisha sheria za umma “zinatengenezwa kwa usahihi tosha ili kuwezesha 
mhusika binafsi kudhibiti tabia yake ipasavyo.”

	• Mikabala inayoweka vigezo wazi vya vikwazo na kuachia hakimu kufanya uamuzi 
wa wakati mwafaka wa kutimiza vigezo hivyo.

	• Bainisha wazi na kwa usahihi kile ambacho kinapigwa marufuku, na pia ni nani 
atawajibika kwa kukosa kutekeleza marufuku hiyo. 

	• Weka matarajio wazi ya hatua ya busara ya kampuni kutokana na ripoti za maudhui 
haramu.

	• Hakikisha sheria zinahitaji uwazi, udhibiti, na suluhu, ili kuepuka “kuonyesha uhuru 
ambao haujawekewa vikwazo wa kuwekea kipimo uhuru wa kujieleza kwa wale 
wanaopewa jukumu la utekelezaji.”

U H A L A L I
	• Hakikisha kwamba maudhui ambayo yamepigwa marufuku yako ndani ya 

mojawapo ya “malengo halali” yaliyobainishwa katika ICCPR Art. 19(3).
	• Hakikisha kwamba maudhui tatanishi na yanayoudhi hayajapigwa marufuku kwa 

sababu tu hayaridhishi watumiaji fulani.
	• Hakikisha kwamba maudhui ambayo yanaruhusiwa katika muktadha wa analogi pia 

yanaruhusiwa katika mfumo wa kidijitali.
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1 2

CONTENT REGULATION AND HUMAN RIGHTS

Guidelines (Intermediary Guidelines Amendments)23

24 

Similarly, the government of Pakistan’s Citizens Protection (Rules Against Online 
Harm
opposition to fundamental values of the state of Pakistan…”25 Meanwhile, the stated 
purpose of Singapore’s new Protection from Online Falsehoods and Manipulation 
Act (POFMA) is “to prevent the communication of false statements of fact,” which 

subjective interpretation and application of this particular law is enhanced by the fact 
that any government minister can order a company to act if they personally consider 
a statement to be false. Tanzania’s Electronic and Postal Communications (Online 
Content) Regulations implement an even broader list of prohibited content without 

about the economy,” “uses bad language,” and “harms the prestige or status” of 
Tanzania, among several other vague categories.26  

Even where laws refer to categories of expression that are already illegal, the range of 
categories is often quite broad. For instance, there are 22 provisions under the German 
Act to Improve Enforcement of the Law in Social Networks (NetzDG),27 14 under the 
French law on “Countering online hatred” (Avia’s law),28 and 13 in the U.K. White 
Paper. Notwithstanding the fact that these provisions are already enshrined in law, a 

29 

23.  Indian Ministry of Electronics and Information Technology, “The Information Technology [Intermediary Guidelines 

Amendment_24122018.pdf (hereinafter, Intermediary Guidelines Amendments). 
24. See, GNI, Statement on Europe’s Proposed Regulation on Preventing the Dissemination of Terrorist Content Online, 
January 2019, https://globalnetworkinitiative.org/gni-statement-draft-eu-regulation-terrorist-content/
25. Government of Pakistan, Ministry of Information Technology and Telecommunication, Citizen Protection (Against 

Harm)%20Rules%2c%202020.pdf (hereinafter, Pakistan Rules Against Online Harm). See also, Asif Shazad, “Pakistan’s 
government approves new social media rules, opponents cry foul,” Reuters (Feb. 13, 2020) (quoting Nighat Dad, Executive 

or culture is so wide and ambiguous and that means they have these unfettered power to call any online content illegal or 
extremist or anti-state.”)
26. The Electronic and Postal Communications (Online Content) Regulations, 2020, available at: https://www.tcra.go.tz/doc-
ument/The%20Electronic%20and%20Postal%20Communications%20(Online%20Content)%20Regulations,%202020 
27. Act to Improve Enforcement of the Law in Social Networks, 2017, https://www.bmjv.de/SharedDocs/Gesetzgebungsver-
fahren/Dokumente/NetzDG_engl.pdf?__blob=publicationFile&v=2 (hereinafter NetzDG)

2019, https://ec.europa.eu/growth/tools-databases/tris/en/search/?trisaction=search.detail&year=2019&num=412 (draft text 
in English) (hereinafter Avia’s Law).
29.  See, e.g., Letter from UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and 
expression to Government of Germany, available at https://www.ohchr.org/Documents/Issues/Opinion/Legislation/OL-
DEU-1-2017.pdf (expressing concern that “A prohibition on the dissemination of information based on vague and ambig-
uous criteria, such as ‘insult’ or ‘defamation’, is incompatible with article 19 of the ICCPR. The list of violations is broad, 
and includes violations that do not demand the same level of protection.”); U.K. Law Commission, “Abusive and Offensive 
Online Communications: A Scoping Report,” https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/
uploads/2018/10/6_5039_LC_Online_Comms_Report_FINAL_291018_WEB.pdf (noting that many of the criminal provisions 
in the area of abusive and offensive online communications - such as those relating to harassment and disclosing private 

K U H I TA J I K A
	• Toa msaada na uwazi ili kuhakikisha “uhusiano wa moja kwa moja na wa papo hapo 

kati ya kujieleza na hatari.” 
	• Fanya maamuzi ya uangalifu, umma, na ushirikiano ili kuhakikisha sheria ni 

mwafaka ili kufanikisha kusudi lake la kulinda, ni chombo ambao hakiingilii 
miongoni mwa vyombo ambavyo huenda vikafanikisha kusudi lake la kulinda, na 
yanatosha nia inayolindwa. 

	• Zingatia kwa uangalifu ni aina zipi za huduma za kibinafsi ambazo zimewekewa 
teknolojia ambazo zinafaa zaidi ili kuangazia wasiwasi maalum, na kuweka juhudi 
ambapo kuna hatari/athari kubwa zaidi na ambapo zinaweza kushughulikiwa kwa 
nia fanisi zaidi.

	• Ruhusu mifumo na uwezo tofauti wa kibiashara. Zingatia jinsi mahitaji yanavyoweza 
kuathiri kampuni changa na ndogo, na pia athari zozote ambazo hazijakusudiwa 
zinazoweza kuwepo kwenye sera ya ushindani.

	• Toa mwongozo wazi kuhusu aina halisi ya maudhui na hali zinazohitaji hatua ya 
haraka au kubwa.

	• Bainisha kwa usahihi viwango vya udhibiti mwafaka wa maudhui kulingana na 
sheria msingi kama vile uwazi, mchakato kamili, na suluhu.

	• Ruhusu mkabala wa utofauti na ufanyaji majaribio, pamoja na maudhui “kuwekwa 
kwenye karantini” na “kushushwa ngazi”. Toa njia za kulinda dhidi ya matumizi 
mabaya kimakusudi na madhara yasiyokusudiwa ya hatua za uondoaji maudhui, 
pamoja na mbinu za rufaa na suluhu.

	• Tumia mahakama kuamua maudhui haramu na uweze matarajio wazi ya 
vipatanishi, na kutumia ufuatiliaji ili kusaidia uambatanaji na utambuaji kufeli kwa 
mifumo.

	• Hakikisha kuna mbinu imara za suluhu kwa watumiaji ambao maudhui yao 
yamewekewa vikwazo ili kuepuka kuhamasisha kujifungia mwenyewe na uondoaji 
kupita kiasi. Fanya hakiki za mara kwa mara au uidhinishaji tena ili iwe sheria, 
na kuhakikisha kwamba inasalia muhimu na inaendanisha na hali na teknolojia 
zinavyobadilika.

F A R A G H A
	• Waza kwa ubunifu kuhusu jinsi ya kuwezesha uwajibikaji kwa wale wanaokiuka 

sheria huku ukiendelea kuimarisha ulinzi wa faragha kwa wote.
	• Tambua kwamba kutojitambulisha na kutumia utambulisho ghushi kunaweza 

kusaidia watumiaji dhaifu kujilinda kutoka na unyanyasaji.
	• Tambua thamani ya usimbaji imara katika kuwalinda watumiaji, huduma za ICT, na 

mfumo ikolojia wa ICT.
	• Hakikisha kwamba mamlaka zinatimiza majukumu ya mchakato kamili na kiwango 

hitajika cha ushahidi kabla ya kuomba data nyeti za watumiaji.
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