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综合报告

我们的出发点
良好的治理和人权原则推动政府了解和解决在其司法管辖区内的公共和私人危害问题。鉴
于全球政策制定者和监管者们日益关注多种多样的网络内容和行为，自然而然地，很多人都
在考虑不同形式的政府措施会如何促进或者阻碍解决这些问题。

多利益相关方全球网络倡议（GNI）对最近1采取的12项政府措施进行了评估，这些措施声称
旨在解决与用户内容相关的网络危害，我们将它们统称为“内容监管”。我们重点关注能够转
变与用户内容相关的现有责任和激励措施的倡议。我们的分析说明了良好的治理和人权原
则如何能够提供经过时间检验的指导，使得法律法规和政策措施能够以最合适和最有效的
方式得到设计和实施。因为内容监管主要关注并很可能影响数字通讯和内容，因此，我们将
与言论自由和隐私相关的国际人权原则作为首要标准。

这些经过历史检验的人权原则可以帮助立法者找到创新性的妥善方式，与利益相关者接
触、设计符合目的的法规并减少负面影响。政府如果积极地将人权作为其考虑和设计的首

1.	  本简报分析了GNI会员发现有必要关注的多项内容监管措施，但不覆盖所有此类措施，时间截止到2020年9月中旬本简报付印时。
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Although there are important differences between the various content regulation 
efforts examined in this brief, many share certain key characteristics. By 

and communications technology (ICT) ecosystem, introducing a degree of legal 
uncertainty, which can shift user understanding and expectations, disrupt 

sizes and business models. While this is not, in and of itself, a reason to refrain from 

the social and economic impacts of such disruption. 

Many content regulation efforts also require or otherwise strongly incentivize 
to proactively 

identify illegal or otherwise inappropriate content or conduct, notwithstanding the 
fact that such systems, in their current state, may result in over-removal and increase 
the risk of self-censorship.2 Beyond this, a number of the initiatives reviewed would 
force intermediaries to rapidly adjudicate the legality or permissibility of third-
party content on their services, creating unintended consequences and complicated 
implications for the rule of law, democratic process, accountability, and redress. 

In addition, some of these initiatives implicitly or explicitly require tracing and/
. Lawmakers have 

been particularly challenged in their efforts to regulate private messaging services, 
many of which feature strong end-to-end encryption, which protects user content and 
security but can make content moderation by intermediaries challenging.

Finally, a number of these efforts apply more broadly than necessary. Some 
seek not only to address illegal expression more effectively, but also to regulate 
legal but harmful content. Others, whether explicitly or due to unclear or vague 
language, apply to companies of varying sizes across various layers of the ICT sector, 
unnecessarily creating the potential for liability among companies that are not well 
positioned to effectively or proportionately address content. And yet others assert 
the authority to regulate content extraterritorially, and even globally, heedless of the 
implications for users’ rights in other jurisdictions and international comity.

3

In order to identify effective and proportionate approaches to content regulation, 
public authorities need to recognize that the ICT sector is perpetually evolving. 
Services that facilitate sharing of user-generated content differ in important ways, and 

2. See, Natasha Duarte and Emma Llansó, “Mixed Message? The Limits of Automated Social Media Content Analysis,” No-
vember, 28, 2017, https://cdt.org/insights/mixed-messages-the-limits-of-automated-social-media-content-analysis/. 
3. Note: A complete set of recommendations can be found in Appendix A at the end of this paper.

要内容，这样不仅不会有损政府崇高的承诺，还可以取得更加明智有效的成果、平衡公私责
任、设计合适的激励措施、增强信任和推动创新。

我们的发现
尽管本简报中评估的多种内容监管措施存在重大差异，但是它们也有一些共同的关键特
征。根据定义，此类倡议改变了信息和通讯技术（ICT）生态系统中的责任平衡，引入一定程度
的法律不确定性，从而转变用户的理解和期待，影响信息价值链，并为各种规模和业务类型
的ICT公司带来经营环境受到扰乱的风险。但是，就其本身而言，这不会导致监管减少，很少
有政府表现出已经采取了足够的措施来全面了解此类扰乱所带来的社会和经济影响。

很多内容监管措施还要求或者强烈敦促中间服务商进一步依靠自动过滤系统来主动识别非
法的或者其他不当内容或行为，尽管此类系统在目前情况下可能导致过度清除内容和增加
自我审查的风险。2此外，经过评估的很多措施都会迫使中间服务商快速裁定使用他们服务
的第三方内容的合法性或许可性，由此在法治原则、民主程序、责任和赔偿方案造成负面结
果和复杂影响。

除此之外，其中的一些措施暗示或者明示要求对内容进行跟踪和/或来源追溯，导致对隐私
问题的严重担忧。立法者们在监管私人信息服务工作中备受挑战，这些服务多数具有强大的
端到端加密功能，以此保护用户内容和安全。但是，在中间服务商的挑战下，内容会有所减
少。

最后一点，很多此类措施的适用超出了必要范围。一些措施不仅是为了更高效地处理非法言
论，还用于监管合法但是有害的内容。其他一些措施则是通过明示或者使用不明确的模糊语
言，将ICT行业各个层面中各种规模的公司纳入范围，为不具备充分条件来高效或妥善处理
内容问题的公司设定非必要的潜在责任。还有一些措施不顾对用户在其他司法管辖区权利
的影响和国际礼仪，主张可对域外甚至是全球内容进行监管。

我们的建议3

为了制定有效和妥当的内容监管措施，公共部门需要认识到，ICT行业是在不断发展演变
的。推动用户内容分享的服务在很多重要方面都存在差异，ICT行业所处的生态系统中各要
素相互关联，很多行业、措施和可能性都依赖于此。这种复杂性要求谨慎考虑什么样的政府
措施是最合适的，并且要为解决具体挑战进行精准设计。立法者必须清楚制定措施的首要考
虑，并且愿意采取多种方式来达到目的。

2.	请查看，Natasha Duarte和Emma Llansó，《混合信息？社交媒体自动内容分析的局限，2017年11月28日》（“Mixed Message？ The 
Limits of Automated Social Media Content Analysis，” November, 28, 2017），https://cdt.org/insights/mixed-messages-the-limits-
of-automated-social-media-content-analysis/. 
3.	  注释：完整的推荐请见本报告最后的附录A。

https://cdt.org/staff/emma-llanso/
https://cdt.org/insights/mixed-messages-the-limits-of-automated-social-media-content-analysis/
https://cdt.org/insights/mixed-messages-the-limits-of-automated-social-media-content-analysis/
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幸运的是，很多行业都认可有必要在尊重人员的基础上，解决在有害网络内容和行为方面的
合法公共政策问题。很多ICT公司已经认识到明确的、公开定义的法律和义务的价值，而民间
社会参与者根据从最弱势和边缘化的社区中获得的现实生活经验，持续提出建设性的、往往
被证明有预见性的建议。因此，立法过程应该公开且不具有对抗性，要以广泛的专业知识
为基础，确保结果是经过深思熟虑的和经得起检验的。非选举性的监管组织或监督机构也
应该将透明性和向不同选区征求意见作为优先事项。

此外，尽管政府可以而且应该向彼此学习，但是他们也要认识到，针对复杂的监管挑战，
并不存在现成的解决方案， 政府需要慎重了解和考虑他们的措施与国际人权义务的一致
性，以及在其司法管辖区域内的适当性和相称性。

尽管ICT公司确实在解决网络有害内容方面负有责任并须发挥作用，但是立法者应注意，不
能将非法内容制作者的法律责任都转嫁到中间服务商身上。这不仅会导致公司的优先事项
错位，以及刺激侵犯性的监督和过度删除内容。同时，这样对于有害网络内容和行为背后的
隐藏原因作用有限。

治理ICT行业的法律法规还应该具有针对性和精准性。立法者应该谨慎注意法律法规对于各
种业务类型的公司的影响方式，确保推动数字服务多样性和避免提升进入门槛。

鉴于所有这些原因，政府在作出监管决定后，应该在其工作中制定强有力的透明性、纠错和
责任追究措施。此类措施使得政策制定者和其他利益相关方能够了解内容监管是否发挥理
想作用，包括评估非选举型监管和执法机构开展的活动和有效性。当经验显示内容监管没有
发挥应有作用时，政府必须发现并对出现的问题及时进行纠正。
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treaty — and many of its progeny were developed before the advent of mobile 
telephony and the Internet, their respective provisions on freedom of expression 
all share language emphasizing that this right must apply “through any media” 

that, under the International Covenant on Civil and Political Rights (ICCPR), “[a]ny 
restrictions on the operation of websites, blogs or any other internet-based, electronic 
or other such information dissemination system, including systems to support such 
communication, such as internet service providers or search engines, are only 
permissible to the extent that they are compatible with [Article 19] paragraph 3.”8 
More recently, the UN Guiding Principles on Business and Human Rights (“UNGPs”) 
stipulate that, “[i]n meeting their duty to protect [human rights], states should . . . 
[e]nsure that . . . laws and policies governing the creation and ongoing operation 
of business enterprises . . . do not constrain but enable business respect for human 
rights.”9 In addition, some states have articulated additional commitments regarding 
the ways in which they will protect digital rights.10

Article 19(3) of the ICCPR sets out a framework describing the limited circumstances 
in which states may legitimately restrict freedom of expression. This framework 
is replicated, with some distinctions, across a variety of international and regional 
treaties. The framework consists of three interrelated principles: legality, legitimacy, 
and necessity. 

L
The principle of legality establishes two requirements for the regulation of 
expression. First, it requires that restrictions on freedom of expression must 

8. Human Rights Committee, General Comment No 34, CCPR/C/GC/34, 12 September 2011, para  43 (hereinafter General 
Comment 34); see also, Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Ex-
pression, Rep. of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expres-
sion, Frank La Rue, Human Rights Council, U.N. Doc. A/HRC/14/23 (Apr. 20, 2010); U.N. Special Rapporteur on Freedom of 
Opinion and Expression, OSCE Representative on Freedom of the Media, OAS Special Rapporteur on Freedom of Expres-
sion & ACHPR Special Rapporteur on Freedom of Expression and Access to Information, International Mechanisms for 
Promoting Freedom of Expression, Joint Declaration on Freedom of Expression and the Internet (June 1, 2011), available at 
http://www.osce.org/fom/78309.
9. UN Guiding Principles on Business and Human Rights (hereinafter UNGPs), available at: https://www.ohchr.org/docu-
ments/publications/GuidingprinciplesBusinesshr_eN.pdf. 
10. For example, the 32 countries that are members of the Freedom Online Coalition have articulated a wide range of com-
mitments. See, https://freedomonlinecoalition.com/. 

推荐

合法性
	• 法律/法规的制定应该公开，以公众参与的方式吸收多方专业意见，以经验分析为基础，
并且要进行影响评估。

	• 鉴于大量的立法机构和决定权被授权给了独立机构，创建有利的监督和追责机制能够确
保此类机构在以公共利益为目的和遵守国际义务的基础上开展工作。

	• 确保公共法律“在制定时足够细致，确保个人能够据此监管自己的行为。”
	• 制定明确的限制标准，并将什么情况下适用这些标准的决定权交给法官，这是最合适的
方式。

	• 精准明确地确定禁止行为，并规定谁应该为不执行这些禁止措施承担责任。
	• 在公司采取负责任措施来报告非法内容方面提出明确要求。
	• 确保法律要求透明度、监督和补救，以避免“为那些被控执行法律的人授予不受限制的言
论自由的自由裁量权。”

合法性
	• 确保被禁止的内容属于ICCPR Art. 19（3）“立法目的”所列举的范围。
	• 确保有争议或有冒犯性的内容不是简单地被禁止，因为这样会让某些受众感到不舒服。
	• 确保在模拟环境下被允许的内容在数字形式下也能得到批准。

必要性
	• 提供以经验为依据的支持和经过论证的明示，以说明“言论和威胁之间的直接紧密联
系。” 

	• 开展认真、公开和公众参与的审议，以确保法律能够恰当地实现其保护性功能，是以最低
程度的干扰实现保护功能的工具，并且与被保护的利益相称。

	• 认真考虑技术堆栈中哪个层面上的哪个类型的私人服务最适合用于解决具体问题，重点
聚焦出现最严重的风险/影响的方面以及可以最有效予以解决的方面。

	• 采取多种业务类型和能力。考虑这些要求会如何影响初创企业和较小型实体，以及它们
在竞争政策方面的负面影响。
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CONTENT REGULATION AND HUMAN RIGHTS

Guidelines (Intermediary Guidelines Amendments)23

24 

Similarly, the government of Pakistan’s Citizens Protection (Rules Against Online 
Harm
opposition to fundamental values of the state of Pakistan…”25 Meanwhile, the stated 
purpose of Singapore’s new Protection from Online Falsehoods and Manipulation 
Act (POFMA) is “to prevent the communication of false statements of fact,” which 

subjective interpretation and application of this particular law is enhanced by the fact 
that any government minister can order a company to act if they personally consider 
a statement to be false. Tanzania’s Electronic and Postal Communications (Online 
Content) Regulations implement an even broader list of prohibited content without 

about the economy,” “uses bad language,” and “harms the prestige or status” of 
Tanzania, among several other vague categories.26  

Even where laws refer to categories of expression that are already illegal, the range of 
categories is often quite broad. For instance, there are 22 provisions under the German 
Act to Improve Enforcement of the Law in Social Networks (NetzDG),27 14 under the 
French law on “Countering online hatred” (Avia’s law),28 and 13 in the U.K. White 
Paper. Notwithstanding the fact that these provisions are already enshrined in law, a 

29 

23.  Indian Ministry of Electronics and Information Technology, “The Information Technology [Intermediary Guidelines 

Amendment_24122018.pdf (hereinafter, Intermediary Guidelines Amendments). 
24. See, GNI, Statement on Europe’s Proposed Regulation on Preventing the Dissemination of Terrorist Content Online, 
January 2019, https://globalnetworkinitiative.org/gni-statement-draft-eu-regulation-terrorist-content/
25. Government of Pakistan, Ministry of Information Technology and Telecommunication, Citizen Protection (Against 

Harm)%20Rules%2c%202020.pdf (hereinafter, Pakistan Rules Against Online Harm). See also, Asif Shazad, “Pakistan’s 
government approves new social media rules, opponents cry foul,” Reuters (Feb. 13, 2020) (quoting Nighat Dad, Executive 

or culture is so wide and ambiguous and that means they have these unfettered power to call any online content illegal or 
extremist or anti-state.”)
26. The Electronic and Postal Communications (Online Content) Regulations, 2020, available at: https://www.tcra.go.tz/doc-
ument/The%20Electronic%20and%20Postal%20Communications%20(Online%20Content)%20Regulations,%202020 
27. Act to Improve Enforcement of the Law in Social Networks, 2017, https://www.bmjv.de/SharedDocs/Gesetzgebungsver-
fahren/Dokumente/NetzDG_engl.pdf?__blob=publicationFile&v=2 (hereinafter NetzDG)

2019, https://ec.europa.eu/growth/tools-databases/tris/en/search/?trisaction=search.detail&year=2019&num=412 (draft text 
in English) (hereinafter Avia’s Law).
29.  See, e.g., Letter from UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and 
expression to Government of Germany, available at https://www.ohchr.org/Documents/Issues/Opinion/Legislation/OL-
DEU-1-2017.pdf (expressing concern that “A prohibition on the dissemination of information based on vague and ambig-
uous criteria, such as ‘insult’ or ‘defamation’, is incompatible with article 19 of the ICCPR. The list of violations is broad, 
and includes violations that do not demand the same level of protection.”); U.K. Law Commission, “Abusive and Offensive 
Online Communications: A Scoping Report,” https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/
uploads/2018/10/6_5039_LC_Online_Comms_Report_FINAL_291018_WEB.pdf (noting that many of the criminal provisions 
in the area of abusive and offensive online communications - such as those relating to harassment and disclosing private 

	• 对于需要采取及时或严厉措施的内容和情况的具体特点提供明确指导。
	• 明确依据透明性、必要程序和整改等传统依法治理理念，进行适当内容限制的标准。
	• 允许在方式上有所变通和尝试，包括对内容进行“隔离”和“降级”。针对非故意性滥用内
容、删除措施或者造成的负面影响提供预防方式，包括上诉和纠错机制。

	• 要求法庭裁定非法内容，并对中间服务商提出明确要求，重点关注监督协助遵守规定和
发现系统故障。

	• 确保针对内容被限制的用户提供有效的纠错机制，从而避免刺激自身审查和过度删除内
容。在法律中规定阶段性审查或再授权，确保与不断发展的现状和技术保持相关性和一
致性。

隐私
	• 创新性地思考如何在推进对违法者进行追责的同时，继续加强对全体用户的隐私保护。
	• 要认识到匿名和假性匿名能帮助弱势用户保护自身不受到骚扰。
	• 要认识到强加密在保护用户、ICT服务和ICT生态系统方面的价值。
	• 确保有关部门在索取敏感用户数据前，应履行必要的程序并符合此类数据将用作证据的
标准。
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